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LOTMO PAU
Vé&i sy phat trién bung nod hién nay ctia cong nghé thong tin va tng dung trong doi song,
dién toan ddm may tré nén c6 tam quan trong thoi sy. Gido trinh Dién toan dam mdy dwoc
bién soan cho doi twong la hoc vién cao hoc cac chuyen nganh Cong nghé thong tin. Sinh vién

nam cudi cla cac truong dai hoc ki thuat cling c6 thé str dung giao trinh nhw mot tai liéu tham
khao dé phat trién cac ing dung cho nghién cttu, cho d6 an tot nghiép.

Cac tac gia hy vong thong qua gido trinh sé cung cap cho nguoi doc mot ti€p cin tong the
tdi cac khai niém co ban vé dién toan dam mdy, Cac van dé vé lvu trir va xtr rly die liéu, cac van
de vé an toanva bao mat, cac dich vu, kién tric dich vy, hé giam sat, mot s6 cha dé ning cao
goi m& cac van dé nghlen ctru hién nay trong linh vuc dlen foan dam may.

Giao trinh la két qua tong hop cac noi dung nghién ctru trong khuon kho dé tai tién sy cta
cac tac gia khi hoc tap tai nwo'c ngoai, mot so két - qua nghién ctru khi trlen khai dé tai khoa hoc
cong nghé cap Nha nuoc: “Nghién ctru lam chu cong nghé dich vu dam may (tao lap va cung
cap dich vu, cung cap noi dung s, quan ly truy cap)” ma sé KC.01.01/11- 15 va cac kién thic,
kinh nghlem qua nhiéu nam  giang day tai Pai hoc Bach Khoa Ha No6i. Mot s6 ndi dung da dwo'c
giang day thir nghiém cho cac khoa thac's§ 2012, 2013 cda Vién Cong nghé Thong tin & Truyén
thong va sau d6 da dwoc chinh stra dé phi hop véi su thay d6i cong nghé.

Gido trinh dwgc xuit ban lan dau nén khong tranh khoi nhitng khiém khuyet nhat dinh.
Ngoai ra, do tinh chat dic thu phat trién nhanh chéng cta linh vuc dién toan dam may, nén noi
dung gido trinh chua hoan toan cap nhat, c6 dong, thiéu cac dién giai ch1 tiét, nhleu van deé chi
néu ma chwa minh hoa. Ching t6i mong nhan duoc nhiéu y y kién dong gop cu thé cua cic ban
ddc gia dé c6 thé sira chita, b6 sung va lam t6t hon trong cac 1an xuat ban sau.

Tap thé tac gia xin bay to sw cAm on chian thanh t&i Bo Khoa hoc va Cong nghé, Bo Giao duc
va Pao tao, Truwong Pai hoc Boch Khoa Ha Noi da tao diéu kién dé phat trién cac nghién cttu
chuyén sau. Chung toi cling dac biét cam on cac ban dong nghiép & Vién Cong nghé Thong tin
& Truyén théng da cé nhitng gép y chan thanh dé gido trinh dwoc hoan thién.

Moi y ki€n dong gop xin givi vé tap thé tac gia theo dia chi sau:
PGS. TS. Huynh Quyét Thing, TS. Nguyén Hitu Dirc

Phong 504, nha B1, Vién Cong nghé Thong tin & Truyén thong, Trwdng Pai hoc Bach Khoa
Ha Noi, s6 1 bai Co Vlet Hai Ba Trung, Ha NOi.

Email: thang.huynhquyet@hust.edu.vn
duc.nguyenhuu@hust.edu.vn
tung.doantrung@hust.edu.vn
minh.nguyenbinh@hust.edu.vn
trung.tranviet@hust.edu.vn
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Chwong mo dau
TONG QUAN DPIEN TOAN PAM MAY

A. LICH SU’ RA POI CUA PIEN TOAN PAM MAY

Khai niém dién toan dam may ra do1i tir nhitng nam 1950 khi may chu tinh toan quy mo lén
(large-scale malnframe computers) duoc trién khai tai mot s6 co s gido duc va tap doan lon.
Tai nguyén tinh toan cua cac hé thong may cha dwoc - truy cap tr cac may khach cuoi (thin
clients, terminal computers), tir d6 khai sinh khai niém “chia se thoi gian” (time-sharing) dac
ta viéc ‘cho phép nhiéu ngudi stt dung cling chia sé dong thoi mot tai nguyén tinh toan chung.

Trong nhitng nam 1960 - 1990, xudt hién luéng tw tucmg coi may tinh hay tai nguyén cong
nghé thong tin co thé duoc to chir¢ nhw ha tang dich vu cong cong (public utility). Dién toan
dam mdy hién tai cung cap tai nguyén tinh toan dll’O’l dang dich vu va tao cam giac cho nguoi
dung vé mot nguon cung ing la vo tan. Pac tinh nay cé theé so sanh toi cac dac tinh cia nganh
cong nghiép tieu dung dich vu cong cong nhw dién va nwéc. Khi str dung dién hay nwérc, nguoi
dung khong can quan tam téi tai nguyén dén tir dau, dwoc xtr ly, phan ph01 nhuw thé nao, ho chi
viéc st dung dich vu va tra tién cho nha cung cip theo lwong tiéu ding cia minh.

Nhitng ndm 1990, cac cdng ty vién thong tr cho cung tng kénh truyen dirliéu diém toi
diém (point-to-point data circuits) riéng biét da bat dau cung tng cac dich vu mang riéng ao
véi gia thap. Thay doi nay tao tién dé dé cac cong ty vien thong st dung ha tang bing thong
mang hiéu qua hon. bién toan dam may mo rong khai niém chia sé bang thong mang nay qua
viéc cho phép chia sé ca tai nguyén may chi vat Iy bang viéc cung cap cac may chil do.

Amazon cung cap nén tang Amazon Web Services (AWS) vao nam 2006, danh ddu viéc
thwong mai hoa dién toan dam may. Tw dau nam 2008, Eucalyptus duoc gioi thiéu la nén tang
dién toan dam mdy ma nguon m¢& dau tién, twong thlch véi API ctia AWS. Tinh téi thoi diém
hién tai, c6 rat nhiéu cac san pham dién toan dam may duwoc dwa ra nhw Google App Engine,
Microsoft Azure, Nimbus,..

B. KHAI NIEM VE PIEN TOAN PAM MAY

bién toan dam may (cloud computlng) la mot xu hudng cong nghé n01 bat trén thé gidi
trong nhu‘ng nam gan day va da c6 nhitng budc phat trién nhay vot ca vé chit lwong, quy md
cung cap va loai hinh dich vu, véi mot loat cAc nha cung cip noi ti€ng nhw Google, Amazon,
Salesforce, Microsoft,...

bién toan ddm may la mé hinh dién toan ma moi giai phap lién quan dén cong nghé thong
tin déu duogc cung cap dudi dang cac dich vu qua mang Internet, gidi phong nguoi st dung
khéi viéc pha1 dau tu nhan luc, cong nghe va ha ting d€ trién khai hé thong. Tw do dién toan
dam may giup toi | gian chi phi va thoi gian trién khai, tao diéu kién cho nguoi st dung nén tang
dién toan ddm may tip trung dwoc téi da nguodn luc vao cong viéc chuyén mén.

Loi ich cua dién toan dam may mang lai khong chi goi gon trong pham vi nguoi st dung
nén tang dién toan dam may ma con tur phia cadc nha cung cap dich vu dién toan. Theo nhirng
danh gia cua nhém IBM CloudBurst nam 2009, trén moi trwong dién toan phan tan co dén 85%
tong nang lwc tinh toan trong trang thai nhan roi, thiét bi luu trir tang 54% moi ndm, khoang

70% chi ph1 dworc danh choTV;gugqu ;g;agggehf@h;ggpg gﬁa ?&g nghlep phan mém mat di
40 ty USD hang nam vi viéc phan hoi san pham kho 1eu oang 33% khach hang

Dowrtloaded by Hi?nr??ng (armythuon ujhope@g al c,’om


https://www.studocu.com/vn?utm_campaign=shared-document&utm_source=studocu-document&utm_medium=social_sharing&utm_content=ebook-dien-toan-dam-may-phan-1-1187504

phan nan veé cac 16i bAo mat do cac cong ty cung cap dich vu. Nhitng thong ké nay déu chi dén
mot diém quan trong: mo hinh hé thong thong tin hién tai da 16i thoi va kém hiéu qua, can
phai chuyén sang m6t mo hinh dién toan méi - d6 1a dién toan dam may.

Theo dinh nghia cua Vién Quoc gia Tiéu chuin va Cong nghé My (US NIST), dién toan dam
may la m6 hinh cho phép truy cap trén mang téi cac tai nguyén duoc chia seé (vi du: hé thong
mang, may chu, thiét bi luu trir, ing dung va cac dich vu) mot cach thuan tién va theo nhu cau
str dung. Nhitng tai nguyén nay co thé duoc cung cap mot cach nhanh chéng hodc thu hoi véi
chi phi quan ly t6i thiéu hodc twong tac tdi thiéu véi nha cung cap dich vu,

C. CAC PAC TINH CUA PIEN TOAN PAM MAY

binh nghia cua US NIST chtta dung klen tric, an ninh va chién lwgc trién khai cia ddm may.
Nam dic tinh c6t 16i cda dién todn dam may dwoc thé hién ré nhu sau:

- Tw phuc vu theo yéu cau (on-demand self-service): Khach hang véi nhu ciu tirc thoi tai
nhitng thoi diém thoi gian xac dinh co thé str dung cac tai nguyén tinh toan (nhu thoi gian
CPU, khong gian lwu trit mang, st dung phan mém,...) mot cach tw dong, khong can twong tac
v&i con nguoi dé cap phat.

- Sy truy cap mang rong rai (broad network access): Nhirng tai nguyén tinh toan nay duwoc
phan phoi qua mang Internet va dwoc cac ng dung client khac nhau str dung voi nhiing nén
tang khong dong nhat (nhw may tinh, dién thoai di dong, PDA).

- Tap trung tai nguyén: Nhirng tai nguyén tinh toan cua nha cung ca'p dich vu dam may
duorc tap trung voi muc dich phuc vu da khach hang st dung mo hinh ao hoa voi nhitng tai
nguyén vat ly va tai nguyén ao duoc cap phat dong theo yéu cau. Pong luc ctia viéc xay dung
mot mo hinh tap trung tai nguyén tinh toan nam trong hai yéu té quan trong: t1nh quy mo va
tinh chuyén biét. Két qua cua mo hinh tap trung tai nguyén la nhitng tai nguyén vatly tro' nén
trong suét vai nguoi sir dung. Vi du, nguoi stt dung khong duoc biét vi tri lwu trit co sé dir liéu
cua ho trong ddm may.

— Tinh mém déo: Déi vai | nguoi st dung, cac tai nguyén tinh toan duogc cung cap tirc thoi
hon 1a lién tuc, dwoc cung cap theo nhu cau d& mé& rong hoic tiét gidm khong han dinh tai bat
ky thoi diém nao.

- Kha nang do lwong: Mdc du tai nguyén dwoc tap trung va co thé chia sé cho nh1eu nguoi
str dung, ha tang ciia dam may c6 thé dung nhitng co ché do luwdng thich hop dé do viéc sty
dung nhitng tai nguyén dé cho tirng c4 nhan.

D. SO LU'O'C CAC CONG NGHE U'NG DUNG TRONG
PIEN TOAN PAM MAY

Cong nghé do hod

Cong nghé ao hoa (virtualization) 1a cong nghé quan trong nhat 0 tng dung trong dién toan
dam may. Cong nghé ao héala cong nghé cho phép tao ra cac thuc thé ao co tinh nang tuong
dwong nhw cac thwe thé vatly, vi du nhw thiét bi lwu trit, b6 vi xw 1y,... Ao héa phin cirng
(hardware v1rtuahzat10n) tham chiéu téi viée tao ra cac may ao (Vlrtual machine) ma hoat
dong véi hé diéu hanh duoc cai dat nhu mot - may tinh vatly thuc. Vi du, mot may ao chay hé
diéu hanh Ubuntu cé thé dwoc tao ra trén mot may tinh thuwc cai hé diéu hanh Windows.

Ao hoa phin cirng cho phép chia nho tai nguyén vat ly dé t6i wu héa hiéu ning sir dung.
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Diéu nay dwoc thé hién qua viéc cé thé khdi tao nhiéu may ao v&i nang lwc tinh todn va nang
Iye lwu triv bé hon trén duy nhit mot may chd vat ly. May ch vat Iy dwoc goi 1a host machine
con may ao (virtual machine) duorc goi la may khach (guest machlne) Khai niém "host" va

"guest” dwoc str dung dé phan biét phan mém chay trén may tinh vatly hay phan mém chay
trén may ao. Phan mém hay firmware tao may ao duoc goi [a hypervisor hay virtual machine
manager.

Cong nghé tw déng héa giam sdat diéu phdéi tai nguyén (automation, dynamic dynamic
orchestration)

Cong nghé giam sat diéu phdi tai nguyén dongla nén tang dé dién todn dam may thuc hién
cam két chat luong cung cap dich vu dién toan. Voi cong nghé diéu ph01 tai nguyén dong, viéc
13p dat thém hay giam bot cac tai nguyen may chu vat Iy hoac may cha lwu triv dit liéu dwoc
thuc hién tw dong dé hé théng dién toan luén dap tng duoc giao kéo trong hop dong dich vu
da ky v&i bén ngudi st dung.

Cong nghé tinh todan phan tan, hé phan tan

bién toan dam may la mot dang hé phan tan xuat phat tir yéu ciu cung “rng dich vu cho
lwong nguoi st dung khong 16. Tai nguyén tinh toan cta dién toan dam may la tong thé két
hop ctia ha tang mang va hang nghin may chu vat ly phan tan trén mot hay nhiéu trung tam di
liéu s6 (data centers).

Cong nghé Web 2.0

Web 2.0 la nén tang cong nghé phat trién cac sdn pham tng dung huong dich vu trén nén
dién toan dam may. Cong nghé Web 2.0 phat trién cho phép phat trién giao dién 1 trng dung web
dé& dang va nhanh chong va trén nhiéu thlet bi giao dién khac nhau. Web 2.0 phat trién lam x6a
di khoang cach vé thiét ké giao dién gitta img dung may tinh thong thuong va ing dung trén
nén web, cho  phép chuyén héa tng dung qua dich vu trén nén dién todn dam may ma khong
anh hlrcrng dén thoi quen ngudi str dung.

E. U NHUOC DIEM CUA PIEN TOAN DPAM MAY

U'u diém ctia dién todn dam mdy

Trién khai nhanh chong: So voi phwong phap thong thuong trién khai mot ng dung trén
internet, nguoi dung phal thurc hién mot loat cac cong viéc nhuw mua sam thiét bi (hodcthué
thiét bi tir bén thit ba), cai dit va cdu hinh phan mém, dua cac ing dung vao dam may, viéc str
dung dlen todan dam may giup loai b6 mot s6 cong viéc doi hoi thoi gian 16m, vi du nguoi dung
chi viéc quan tam phat trién trién khai cac tirng dung ciia minh lén “may’ (1nternet) khi st
dung cac ddm may nén tang. Bén canh do, kha nang tang hodc giam sy cung cap tai nguyén
nhanh chong theo nhu cau tiéu dung cta ung dung tai cac thoi diém khac nhau nho cong nghé
ao héa cua dién todn dam may ciing 1a mot trong nhwng dac diém vuot troi cua cong nghé nay,
thé hién kha ning trién khai nhanh dap tng doi héi tai nguyén tirc thoi clia ing dung.

Gidm chi phi: Chi phi duoc glam dang ké do chi phi vén diu tu duoc chuyen sang chi phi
duy tri hoat dong. biéu nay lam gidm nhitng khé khan khi ngudi dung can tinh toan Xt ly cac
tac vy trong mot lIAn duy nhat hodc khéng thwong xuyén do ho c6 thé di thué co s ha tang
duwoc cung cap bdi bén thit ba.

Da phuong tién truy cdp: Sy doc 1dp gitra thiét bi va vi tri lam cho nguoi dung c6 thé truy

cap hé thong bang cach stt dung trinh duyét web ma khon quan tam dén vi tri ctia ho hay
thiét bi nao ma ho dang durng; vi-dy rdru-PC; mobide. joR1y off-site (duoc cung cap

b&i d6i tac thir ba) va duoc truycapihong qua Internet,dedongwoi dung co thé két ndi tir bat
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ky noi nao.

Chia sé: Viéc cho thué va chia sé tai nguyén gitta cac nguoi dung voi nhau lam giam chi phi
dau tw ha tang tinh todn gitta mot pham vi l6n nguoi dung. Su chia sé nay cting cho phép tap
trung co s& ha tang dé phuc vu cac bai toan 16m véi chi phi thip hon viéc dau tw hé thdng may
chi tinh toan tir dau.

Khd ndng chiu tdi ndng cao: Vély thuyet tai nguyén tinh todn trén dam may la v6 han. Viéc
thém vao nang luc tinh toan dé chiu tai cao c6 thé dwoc thuc hién chi bing cac thao tac kich
chudt hodc da dwoc tw dong hoa.

Do tin cdy: Nguoi s dung dién toan dam may duoc ky hop dong st dung véi diéu khoan
chat lwcrng dich vu rat cao ghi san trong hop dong Chat lwong dich vu dam may don gian dwoc
danh gia on dinh hon hé thong tu trién khai do nén tang dam may duoc thiét ké va bao tri boi
doi ngt chuyen gia nhiéu kinh nghlem vé hé théng. Hon nita, viéc ludn lam viéc véi hé thong
16n va gdp nhiéu 16i twong tw nhau nén qua trinh khéi phuc he théng sau tham hoa thong
thwong la nhanh chéng.

Tinh co gidn linh dong: Tinh co gian the hién sy linh dong trong viéc cung cap tai nguyén
tinh todn theo nhu cau thuc té cia nguoi dung hoac cac ung dung dich vu. Theo do tai nguyén
s€ duoc dap irng mot cach tw dong sat véi nhu cau tai thoi gian thuc ma khong can nguoi dung
phai c6 k§ ndng cho qua trinh diéu khién nay.

Bdo mat: Tinh bao mat trong dién todn dam may tur trudc dén nay van 1a cau héi 16m cho
nguoi dung tiém ndng, Tuy nhién, hién 1 nay, kha nang bao mat trong moi truong dam may da
dwoc cai thién dang ké, nho vao mot sé 1y do chinh sau day: do ditliéu tap trung trong cac dam
mdy ngay cang lon nén cac nha cung cip luén chu trong nang cao cong nghé va dat ra nhirng
rao can dé tang tinh an toan cho dit liéu. Bén canh do, cac nha cung cap dam may c6 kha nang
danh nhiéu nguon Iyc cho viéc giai quyet cac van dé bao mat ma nhiéu khach hang khong co
du chi phi dé thuc h1en Cac nha cung cap sé ghi nho cac nhat ky truy cap, nhung viéc truy cap
vao chinh ban than cac nhat ky truy cap nay co thé cling rat kho khan do chinh sach ctia nha
cung cap dam may khi nguoi dung ty minh muon xac minh rd hé théng cia minh c6 an toan
khong. Mac du vay, md&i quan tam lo ngai vé viéc mat quyén diéu khién dit liéu nhay cdm ciing
ngay cang tang cao.

Nhwoc diém ciia dién todn dam mady

Chi phi: Giam chi phi dau tw ban dau 1a wu diém cua dién todn ddm may. Tuy nhién, n6 cling
la mo6t van dé phai tranh cai khi nguoi str dung « dién toan dam may ludn phai duy tri tra phi su'
dung dich vu. So véi tw cht dau tw ha tang, ngudi stt dung dién toan dam may khong c6 tai san
sau khau hao chi phi dau tu.

Cac cong cu giam sdt va quan ly: Cong cu giam sat va bao tri chwa hoan thién va kha nang
giao tlep voi cac dam may la c6 gi¢i han, mac du thong bao gan day cua BMC, CA, Novell cho
rdng cac rng dung quan ly trung tam dir heu dang duorc cai tién dé cung cap kiém soat t3t hon
dit liéu trong dién toan ddm may Amazon EC2 va cac dich vu ddm may.

Chudn héa ddm may: Chuan héa giao tlep va thiét ké ddm may chwa dwoc thong qua. Moi
nén tang cung cap cac giao dién quan ly va giao tiép ing dung API khac nhau. Hién nay, cac t6
chirc nhu Distributed Management Task Force, Cloud Security Alliance va Open Cloud
Consortium dang phat trlen cac tiéu chuin Ve quan ly twong thich, di chuyén dit liéu, an ninh
va cac chirc nang khac cia dién toan ddm may.

Tinh sdn sang: Tinh san sang la wu diém ctia ddm may trong ly thuyet Tuy nhién, trén thyc
té véi cac ddm may hién thoi, tinh san sang doi khi khong dwoc dam bao va cling la mot tré
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ngai hién nay, khi chi c6 mot s6 it nha cung cap dich vu cam két duoc vé sy sdn sang va lién tuc
cua dich vu, vé thoi gian stra chita va phuc hoi dit liéu.

Van de tudn thu hop dong cing tro nén phirc tap: Nhitng nha cung cip dich vu dién toan
dam may co thé chuyén dit [iéu téi quéc gia khac c6 gia dién ré hon, nhwng luat long 1éo hon
ma nguoi st dung dich vu dién toan khong duwoc thong tin. Piéu nay hoan toan cé thé vi dam
may la trong sudt véi ngudi ding.

Tinh riéng tu: Hau hét cac hop dong thé hién giao keéo gitta nha cung cip va ngwoi dung dién
todn dam may hira hen mot vién canh trong do dit liéu khach hang ludn an toan va riéng tu.
Tuy nhién, tinh riéng tu trong dién toan dam may ciing la mot van de dang quan tam vi ha tang
an toan thong tin cho dam may hién van dang 1a mot chti dé nghién ctru trong gi¢i khoa hoc.

Cap doé dich vu: Pién toan ddm may cung cap dich vy theo yéu cau, tuy nhién trong thuc té,
cac goi dich vu thlro'ng duoc dinh nghia truedc va nguoi st dung can ctr vao nhu cdu va kha
ning dé chon dich vu san co. Vi duy, viéc tw cau hinh chi tlet théng sé cac mady ao hién tai chua
thuc hién dwoc. Nhw vay, kha nang dé thich G tng yéu cau cap dich vu cho cac nhu ciu cu thé cta
mot doanh nghlep laithon so véi cac trung tam dit liéu xay dung riéng véi muc dich 1a dé tiép
tuc muc tiéu nang cao kha nang kinh doanh ctia cong ty.

Khd ndng tich hop véi ha tdng théng tin sdn cé cia té chirc: Viéc tich hop dién todn dam
mdy vao ha tang san c6 cua khach hang chwa c6 mé hinh va cach thitc thuc h1en cu thé. Cic mo
hinh két n6i ddm may riéng va ddm may thuong mai van dang duoc nghién ctru.

F. GIOT THIEU MOT SO PAM MAY PUQC SU
DUNG/TRIEN KHAI PHO BIEN HIEN NAY

Microsoft Azure: Microsoft Azure la dam may cung cap ha tang va nén tang dién toan xay
dung boi Microsoft va dwa vao khai thac tir 2010. Vé mat ha tang, Azure cung cap cac may chu
40 co thé chay hé diéu hanh Windows hodc Unix. V& mat nén tang dién toan, Azure ho trg da
ngdn ngir lap trinh cho phép trién khai trén Azure nhiéu 1 tng dung phat trién trén cac cong cu
va framework khic nhau. Phé bién 1a cAc tng dung viét trén nén .Net ctia Microsoft.

Amazon Web Service (AWS): AWS duogc dua ra vao nam 2006 voi khoi dau la tap lop cac
dich vu tinh toan nhw dich vu may ao EC2 vadich vu lvu trir S3. AWS 1a nen tang dam may
thu'o'ng mai dau tién va phé bién nhat hién nay. Nhiéu khach hang 1é6n stt dung AWS c6 thé néi
dé&n nhu NASA, Pinterest, Netflix.

Nimbus: Nimbus la ddm may ma nguén mé cung cap ha ting may chd hwéng theo dich vu
thong qua giao dién két ndi dua trén chuan két ndi ciia AWS.

Google App Engine (GAE): GAE la nén tang dam mdy ma trén dé Google cung cap hé tro cho
co so dirliéu, cac thu vién lap trinh va cac moi trueong thyc thi cho cac ngdn ngit lap tr1nh pho
bién. Cac tng dung trén cac ngén ngi ho tro sau khi trién khai trén GAE sé& chay trén cdc may
chu 4o cua Google.

G. NOI DUNG CO BAN CUA GIAO TRINH

Giao trlnh gioi thiéu tong quan Ve cong nghé dién toan dam may, cung cap nhitng kién thirc
co ban vé dién toan dam may bao gom cac cong nghe dwoc ap dung va thanh phan thiét ké cda
né. Cac chti dé lién quan den cong nghé nén tang cta dién toan dam may bao gom: cac trung
tam dit liéu 1om, cong nghé do hoa, cac glao thirc q uaﬁwlen cac dich vu ddm may, co
s& dit liéu va Iwu trit trong ni‘é‘i"’ﬁ“ﬂi%‘?fﬁ AT BiAY; Ba &h khi s dung tng dung
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dam may, cac phuong phap dam bao chat luong dich vy, hop dong dich vu. Cac chu de lién
quan dén viéc trién khai va phat trién cac dich vu dam may bao gom cac kién thirc vé dich vu
web, cAc mdi truwedrng 1ap trinh trong dam may, cau triic va thiét ké cac dich vu dam may:.

Trong Chuong m¢& dau, gido trinh dé cap dénlich strra doi cta dién toan dam may, tir do
dwa ra khai niém, dinh nghla vé nén tang dam may. Chwong mé dau tip trung néu ro cac dac
tinh va vu nhu*crc diém clia nén tang.

Trong Chwong 1, cAc dang dién todn dam may sé dwoc phan tich trén co s hiéu ro trung
tam dit liéu 1dn va cong nghé do hoa. Cac mé hinh mé phéng moéi trweong dam may cling sé
dwoc gioi thiéu.

Chuong 2 gioi thiéu mot trong nhitng dich vu dién toan dam may c6t16i 1a dich vu luu triv
va xu ly div lieu. Chu'(rng 2 bit dau voi tong quan veé cac hé quan ly tap tin phan tan, di sau vao
phan tich hé thong tap tin HDFS va mo hinh tinh toan MapReduce. Cac co s& dit liéu khong
quan hé NoSQL ciing sé& duoc dé cap dén.

Chuwong 3 phan tich khia canh bao mat cua dién toan dam may. Chuong gom ba phan 1on:
cac thach thirc vé bao mat va an toan dlch vu dam mady, cac phwong phap bao dam an toan cho
dich vu ddm may va giai phap thiét k& ciu tric cia ddm may an toan.

Trong Chuwong 4, cach thirc xay dung dich vu trén nén tang dam may dién hinh Azure sé
dwoc gioi thiéu cu thé.

Chwong 5 phén tich khia canh gidm sat va ddm bao chat lwong cac dich vu ddm may.

Chwong 6 dwa ra cac chu dé nang cao nhw dam may lién bang, mo6 hinh méi gi&i dich vu,...
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5 ~Chuwong 1.
NEN TANG VA PHAN LOAI

Trong chuong nay, chiing ta sé€ lam quen voi cac khai niém khai quat chung cua nén  tang va
phan loai dién toan dam may. Ngwoi doc s€ dwgc trang bi cac k1en thirc vé khai niém va mo
hinh ctua Trung tam dit liéu, trén co s& d6 tlep thu cac kién thirc vé cong nghe 40 héa. Mot phan
noi dung ctia chwong trinh bay phan loai cAc mo hinh dién toan ddm may va cac kién truc, nén
tang dién toan dam may dang dwgc cung cip trén thi trwong hién nay. Mot s6 cong cu va giai
phap m6 phong dién toan dam may tai cac trung tam nghién ctru cling duoc gidi thiéu dé
nguoi doc co thé ti€p can cac cong cu nay.

1.1. TRUNG TAM DU’ LIEU LON

Khdi niém Trung tam dir liéu

Vé mat ky thuat, trung tam dit liéu (TTDL) hay data center co nguodn goc tir cac phong may
tinh lon (maln frames) thoi so khal cua nganh cong nghiép may tinh trong nhiing nam 1960.
Tai thoi ky nay, cac hé thong may tinh dau tién dworc coi la nhitng thanh twu lén lao cua cong
nghé tinh toan tu dong dua trén ky thuat dién tw (electronlc computing). Cac hé thong nay la
nhirng hé thong co nhu*ng yéu cau cuc ky phitc tap trong van hanh, bao tri, va moi trwong hoat
dong dic biét vé ngudn dién, didu hoa khong khi.

V6i sy ra doi cua mo hinh tinh toan “khach - chu” trong nhiing nam 1990, cac may chu
(server) da thay thé din cac may tinh lon trong cac phong may tinh tai cac truong dai hoc va
co s¢ nghién cru khoa hoc. Voi sy giam gia manh cua phan cing Server, cac thiét bi ket noi
mang va sw chuin héa cac hé thong cap mang, cac hé thong tinh toan “client-server” da dan
dan c6 chd dirng riéng trong méi tridng cla cac té chirc va doanh nghiép dé phuc vu cong tac
quan ly va kinh doanh. Thuat ngit TTDL dung de chi cac phong may tinh duoc thiét ké riéng
bén trong to chirc, doanh nghlep véi nhitng yéu cau dac biét vé ngudn dién, diéu hoa khong
khi, cau truc lién két thiét bi va mang,... bit dau dat dwoc sw cdng nhan pho bién trong khoang
thoi gian nay.

TTDL la giai phap hoan chinh vé mot trung tam diéu phéi hoat dong, trung tam lwu trit, né
co thé cung cap cac rng dung cho mot to chirc doanh nghiép hay phuc vu cho hang ngan nguoi
can truy cap, trao doi thong tin. Moi hoat dong ctia TTDL déu c6 anh hlro'ng rat 1on dén viéc
kinh doanh, tai chinh, cling nhw s song con ciia mot doanh nghiép nhw cac ngian hang, cong ty
tai chinh, san chirng khoan cong ty bdo hiém,..

TTDL la mot hé thong may tinh cwc ky quan trong va rat dé bi ton hai, trong mot TTDL chtra
mot lwgng may chu thiét bi [wu trit rat 1&n. P hoat dong tét, TTDL can phal co nhwng hé théng
phu tro nhw nguon dién, hé thong lam mat, bao chay, an ninh bao mat,.., cho du kich c& nhu
thé nao thi cac TTDL van c6 chung nhitng chlrc nang la xtr 1y va lwu triv dit liéu. TTDL c6 thé la
mot phong ctia mot ting lau, hay mét ting ciia mot toa nha, hodc dwoc xay mot toa nha riéng.

Trung tAm dir liéu da trai qua nhiéu budc phat trién vé cong nghé va ciu truc, cho dén nay
t1ep tuc phat trién dlra trén dién todn dam may la xu huéng moi nhat nham h1en dai hoa trung
tam de liéu, tang cwong hiéu nang tinh todn, nang cao hiéu qua st dung nang Irong cuia thiét
bi, gidm chi phi dau tw va van hanh ha ting cho khach hang.

This document is available free of charge on

Cdc mé hinh cua Trung tam dir liéu g studocu
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1.2. CONG NGHE A0 HOA

Khdi niém

Ao héa (Virtualization) la cong nghé tién tién nhat trong mot loat cac cudc cach mang cong
nghé nham tang mc dd do hoa hé thong, cho phép tiang hiéu sudt lam viéc ctia may tinh 1én
mot cip do chwa tirng co.

Ao hoahé thong tirc 1a tién hanh phan chia mot mday chu thanh nhleu may cha do hoac ket
hop nhiéu may chu vatly thanh mot may chu logic, d6i véi nguoi st dung ho nhan biét va su'
dung cac server ao giong nhuw mot may vat ly doc lap co du cac tai nguyén can thiét (bo vi xtr 1y,
b0 nh&, két n01 mang,...), trong khi cac server do khong hé c6 nhirng tai nguyén doc lap nhuw
vay, no chi st dung tai nguyén dwoc gan tir may chu vatly. &’ day, ban chat thir nhat la cac
server ao st 'dung tai nguyén clia may chu vat Iy, ban chat thit hal la cac server do c6 thé hoat
dong nhu mot server vat ly doc lap.

Lo'i ich cua do héa

Thong thuwong viéc dau tw cho mot trung tam cong nghé thong tin rat tén kém. Chi phi mua
cac may chu cau hinh manh va céc phan mem bdn quyén la rat dat. Doanh nghiép luén luén
mudn cat giam va han ché t8i da cac chi phi khong can thiét trong khi van dap 1 tng dwoc nang
suat va tinh 6n dinh cta hé théng. Vay nén viéc tng dung do hoa tro thanh nhu cau can thiét
ctia bat ky doanh nghiép nao du lIo6n hay nho. Thay vi mua 10 may chu cho 10 ing dung thi chi
can mua 1 hodc 2 may cht c6 hé tro 4o hda cling van c6 thé chay t6t 10 tng dung nay. biéu nay
cho thay sw khac biét gitra hé thong 4o héa va khong do héa. Bén canh do, viéc trng dung do
hoéa con dem lai nhitng loi ich sau:

— Quan ly don gian;

— Trién khai nhanh;

- Phuc hoi va lwu trir hé thong nhanh;

— Can bang tai va phan phdi tai nguyén linh hoat;

— Tiét kiém chi phi;

- Ao héa gép phin ting cuong tinh lién tuc, han ché ngit quing.
Kién tric do hoa

Xét vé kién truc hé thong, cac kién tric do héa hé thong may chi cé thé & cac dang chinh la:
Host-based, Hypervisor- -based (con goi la bare mental hypervisor, dwgc chia nho lam hai loai
la Monothic hypervisor va Microkernel hypervisor), Hybrid. Ngoai ra, tuy theo san pham ao
héa duoec trién khai (nhw VMWare, Microsoft HyperV, Citrix XEN Server) va mirc do ao hoa cu
thé s& khac nhau.

Kién triic do héa Hosted-based

Con goi la hosted hypervisor, kién tric nay str dung mot 16p hypervisor chay trén nén tang
hé dleu hanh, str dung cac dich vu duoc hé diéu hanh cung cap dé phan chia tai nguyén toi cac
may ao. Néu ta xem hypervisor la mot phan mem riéng biét, thi cac hé diéu hanh khach cta
may 40 sé nam trén 16p thit ba so v&i phan cliing may chd.

Nhin vao hinh 1.4, ta c6 thé€thay mo hinh nay 3w0§1§$ﬂ91%“ 16p hoat ddng nhw sau:
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- Nén tang phin cting;
— Hé diéu hanh Host;
- Hé théng virtual machine monitor (hypervisor);

— Cac rng dung may ao: st dung tai nguyén do hypervisor quan ly.

Hinh 1.4. M6 hinh ao hoa Hosted-based

Kién triic do héa Hypervisor-based

Hinh 1.5. Kién triic Hypervisor-based

Trong mo hinh nay, ta thay 16p phan mém ‘hypervisor chay truc tlep trén nén tang phan
ctirng cua may chu, khong thong qua bat ky mot hé diéu hanh hay mot nen tang nao khac. Qua
do, cac hypervisor nay co kha nang diéu khién, kiém soat phan cirng ctia may chi. Pong thoi
né ciling c6 kha nang quan ly cac hé diéu hanh chay trén no.

Mot hé thong do hdéa may chid st dung nén tang Bare - Mental hypervisor bao gom ba 16p
chinh:

- Nén tang phan cirng: bao gom cac thiét bi nhap xudt, thiét bi lwu trir (Hdd, Ram), b0 vi xtr
ly CPU va cac thiét bi khac (cac thiét bi mang, vi xtxly do6 hoa am thanh...).

- L& nen tang o hoa: Virtual Machine Monitor thuc hién viéc lién lac truc tiép vdi nén
tang phan cing phia dudi, quan ly va phan phdi tai nguyén cho cac hé diéu hanh khac ndm trén
no.

- Cac rng dung may ao0: cAc may 4o nay sé 1y tai nguyén tir phan ctirng, théng qua sw cap
phat va quan ly cua hypervisor.

Kién tric lai Hybrid
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Hybird 1a mot ki€éu do h6a méi hon va c6 nhiéu wu diém. Trong d6 1ép do hda hypervisor
chay song song v&i hé diéu hanh may chi. Tuy nhién, trong cau tric do hda nay, cac may cha
ao van phai di qua hé diéu hanh may chu dé truy cip phan cirng nhung khic biét & cho ca hé
diéu hanh may chu va cac may chi ao déu chay trong ché d6 hat nhan.

My a0 My do

o T
—

£
e

Hinh 1.6. Kién triic do héa Hybrid

Ao héa trong dién todn ddm may

Trong dién todn ddm may, mot trong nhitrng van dé nén tdng va co ban nhat la tinh 4o héa
(virtualization) cda ha ting bén dwéi. Trén Linux, cac gbéi phdn mém nguén mé cung cip cac
giai phap xay dung cac tang laaS (doi khi la ca PaaS) déu da dwoc dong gdi kem theo mot cong
nghé ao hoariéng biét. Vi du: Nimbus véi Xen (va ca KVM), OpenStack véi KVM/QEMU,
VMWare véi VMWare Hypervisor, OpenVZ Linux Container v&i cong nghé OpenVZ... Dién toan
dam may va do hda gitp téi wu héa tai nguyén vé mat str dung nang lwong, stit dung theo yéu
ciu va kem theo kha nang mé rong linh hoat.

Ao héa 1a mot phan khong thé thiu trong moi ddm may dwa trén kha ning triru twong hda
va bao dong. Ao hda cung cap mirc dd triru twong can thiét nhw viéc cic tai nguyén tinh toan,
Iru trit, tai nguyén mang dwoc dong nhat thanh kho tai nguyén dé cap phat theo nhu cau. Ao
héa cung cap tinh bao dong vi moi thao tac cai dat cip nhat trén nguon tai nguyén ao hoa chi
dién ra trong pham vi may do ma khong anh hwéng hay tac dong téi cac may ao khéc, tai
nguyén khac khéng dwoc cap phat.

Coéng nghé dién toan ddm may dwa manh mé vao cdng nghé do héda vi cac nhan to sau day:

— Nhiéu &rng dung c6 thé chay trén cing mot server, tai nguyén c6 thé dwoc stir dung hiéu
qua hon.

- Kha nang cau hinh cao: Nhiéu trng dung yéu cau tai nguyén khac nhau nhu s6 lugng core,
dung lwong bd nhé. Viéc cau hinh nay kho thuc hién dwgc & mirc dé phan clikng nhuwng dé dang
trong ao hoa. Vi du VMWare.

- Kha ndng san sang cta ing dung cao: Ao hoéa cung cdp khd nang phuc hoi nhanh sau
nhitng hu hong ciing nhw kha.nang nangcap.makho Studbeidng qua trinh sir dung dich
vu cla nguoi dung.
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- Kha nang dap ung cao: Ao héa cung cap cac co che theo ddi va bao tri tai nguyén mot cach
tw dong, mot sb tai nguyén veé dit liéu thong thwong cé thé dwoc lwu trit va cho phép dung lai.

U'ng dung do héa trong doanh nghiép

Muc dich a0 h6a may chu trong cong nghé dién toan cia doanh nghiép:
— Tiét kiém dworc chi phi dau tw, chi phi duy tri hé thong.

- Tiét kiém khéng gian dat may cht va nang lwong tiéu thu.

— Gidm thoi gian khoi phuc sw c6.

- Tao lap dwoc moi tredng kiém tra chay thir rng dung ma khong cin dau tw thém hé thong
mai.

- Dé dang trong viéc mé& rong hé thong.
- Tao lap su twong thich do6i véi viéc str dung cac chwong trinh ci.

Xét vi du sau, mot bai todn dwa ra cho doanh nghiép khi ho cin thém tai nguyén dién todn
maoi:

a. Lwa chon 1

- Pau tw va mé rong co s& ha ting cda té chirc.

- Thwong xuyén bo sung thém may chu, thiét bi lwu trir va két néi.

b. Lwa chon 2

— Tap trung héa va ao héa cac tai nguyén hién cé.

- Nang cao mirc d0 st dung tai nguyén vuot qua nhitng han ché vatly.

c. Lwa chon 3

- Str dung co s& ha ting dién todn dam may.

— Mé& rong ao héa vwot khoi pham vi trung tam dit liéu doanh nghiép.

— Thué cac tai nguyén dién toan tir cac dich vu ddm may.

— Tra tién theo mirc d0 st dung.

Cdc bwéc dp dung cong nghé do héa

Doanh nghiép c6 rat nhiéu may chu, moi may chu duoc ddt o nhiéu noi khic nhau, vi vy
viéc truy xuat hay bao tri dirliéu Ia rat kho6 khan. Do d6 tat ca cac dirliéu déu dwoc do hda

trong dam may gitip doanh nghiép gidm thiéu chi phi vin hanh bao tri bao dudng.

Tiép nhdn yéu cdu: ghi nhan lai cac thong tin chi tiét vé yéu cau ho tro nhu: loai yéu ciu,
thong tin khach hang hoic ngwdi yéu cau, hinh thitc ti€p nhan (dién thoai, email, chat...).

Phdn cong nguoi xr ly: Ngwoi tlep nhan c6 thé truc tlep xtr Iy hodc chuyen cho cac bd phan
chitc ndng xtr ly yéu cau hé tro. Pi véi cac yéu cau don gian, nguoi xtr 1y ¢6 thé xir ly va nhap
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thong tin phan h01 truc tlep cho yéu cau. 1301 voi cac yéu cau phirc tap doi hoi nhleu nguoi
tham gia xtrly, co thé st dung phan hé quan Iy cong viéc dé tién hanh phin céng cong viéc va
theo doi két qua thuc hién qua hé théng bao co ngay.

Quan ly kho tri thire (knowlegde base): Quan ly cac giai phap xtr ly cac tinh huong san c6 dé
nguoi tiép nhan, x Iy c6 thé tim ki€ém va tra loi ngay cho cac tinh huong da c6 trén hé théng
cling nhw cap nhat giai phap cho cac tinh huéng dac trung vira xir Iy vao kho tri thirc chung.

Vidu vé dich vu ttng dung trén nén tdng ha tdng do héa - ttng dung CloudOffice
Qudn ly céng viéc:

— Giao viéc, 1ap ké hoach thuc hién.

- Bao cdo cong viéc, theo doi ti€n d va mirc A0 hoan thanh cong viéc.

— Danh sach nhan vién chwa bdo cao.

- Lich lam viéc.

Qudn ly Hanh chinh: Quan ly cong van glay to; Quan ly tai nguyén, tai san; Quan ly van
phong pham cong cu dung cy; Quan Iy cham cong, bao cao ngay; Quan ly tai lieu dung chung;
Quan ly tin térc ndi bd; Quan ly ngay lam viéc; Quan Iy thoi gian lam viéc, nghi phép.

CloudHelpdesk - Ho tror khdch hang: Hé thong cung cdp cac tinh ndng ho tro khach hang,
ti€p nhan va xt ly cac van dé lién quan dén dich vu cham séc khach hang tai cac t6 chirc, doanh
nghiép. Kiém soat chdt ché quy trinh ho tro khach hang. Qua d¢ s€ khong con hién twong bo
quén, khong xt Iy kip thoi cac yéu cau ho tro, nang cao nang suat lam viéc cia nhan vién hd tro
khach hang. Téng hop danh gia duoc chat lwong san pham, dich vu ctia doanh nghiép.

CloudHRM - Qudn Iy nhdn sy: Cung cap cac tinh nang quan Iy xuyeén su6t cac thong tin ve
can b tir khi bat dau tuyen dung cho dén khi két thuc qua trinh lam viéc. Quy trinh quan ly
xuyén sudt qua dé danh gia dwgc dung nang luc nhan vién, kip thoi ban hanh cac chinh sach
thac day nhan luc phat trién.

Cdc chirc ndng cua CloudHRM: Quan ly dot danh gia, Panh gia, Tong hop bao cdo, Quan ly
tuyén dung, Quan ly ho so, Quan Iy hop déng, Quan Iy nhan vién, Quan ly nhém nhan vién, Quan
ly dao tao.

CloudAccounting - Quan Iy tai chinh kétodn: Cung cap cac tinh nang phuc vu cac nghiép vu
tai chinh ké toan cua tb chirc, doanh nghiép, cap nhat cac ché do tai chinh ké toan méi nhit,
cac quy trinh nghiép vu ké toan ty dong gitp nang cao hiéu qua b6 phin tai chinh ké toan cua
doanh nghiép, quy trinh quan Iy tap trung gitip 1anh dao kiém soat dwoc tinh hinh tai chinh,
cac luong tién, coOng no cia doanh nghiép.

Cdc chirc ndng chinh ctia CloudAccounting: Quan ly tam tng, Quan ly tién mat, tién guingan
hang, Quan ly ban hang, Quan Iy mua hang, Quan ly lwong, Quan ly kho, Quan ly thué, Quan Iy
tai san.

Két ludn

Ve co ban, mo6 hinh do héa dam may trong doanh nghiép da dwoc dé ra c6 tinh kha thi va
dap ing dwoc cac yéu cau nhu:

- Vandungly thuyet vé congnghédetiéat Raid, S ghdogbility va nhitng cong nghé
lién quan c6 chirc ning ho tro dé.ap.dungche-deanphnghiépeiaminh.
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—Van dung dwoc cac thanh phan, cau tric va chirc nang tung phan cua hé thong ao hoa,
Trién khai m6 hinh 4o héa may chii c6 cac loi ich khi trng dung mé hinh do héa vao trong thuc
té€ nhw tiét kiém chi phi, ting hiéu suit, dé quanly,...

1.3. PHAN LOAI CAC MO HINH BIEN TOAN PAM
MAY

bién toan ddm may c6 ba mo hinh cung cap dich vy, tuy theo cac dodi twong khach hang nhw
sau:

Infrastructure as a Service - Dich vu ha t&mg M6 hinh dich vu nay cung cap cho khach hang
tai nguyén xtr Iy, luu trit, mang va cac tai nguyén may tinh co ban khac. Ttr d6, khach hang c6
thé trién khai va chay phan mém tuy y, bao gobm hé diéu hanh va cac ing dung Khach hang
khong quan ly hodc kiém soat cac co so ha tang dién toan dam mdy ndm bén duwéi, nhung co
ki€ém soat hé thong diéu hanh, lwu trit va cac ing dung dwoc trién khai dong thoi kiém soat cé
gi¢i han cda cac thanh phan mang.

Platform as a Service - Dich vu nén tdng: M6 hinh dich vu nay cung cap cho khach hang kha
nang trién khai trén ha tang dlen toan dam may cac ing dung ctia ho bang viéc sir dung cac
ngdn ngi 1ap trinh, cac thuw vién, dich vy, cong cu dwgce ho tro tr bén thit ba. Nguou dung khong
can quan ly hoac kiém soat cac co sé ha tang dién toan dam may bén duwdi nhuw may chu ao,
mang, hé diéu hanh, lvu trit, nhung c6 thé cau hinh cho méi trwdng chay tng dung cia ho.

Software as a Service - Dich vu phan mém: M6 hinh dich vu nay cung cap cho phép khach
hang st dung cac dich vu phan mém cda nha cung cap rng dung dwoec trién khai trén ha ting
dlen toan dam may. Cac ung dung co thé truy cap tu cac thiét bi khac nhau thong qua giao dién

“mong” (thin client interface), chang han nhu mot trinh duyét web (vi du nhu email trén web)
hoac qua giao dién cua chuong trinh. Khach hang khong quan Iy hoac kiém soat co sé ha tang
dién toan dam may nam bén dudi bao gom mang, may chd, hé diéu hanh, lwu trit,..., véi ngoai
18 c6 thé thiét 1ap cdu hinh tng dung han ché nguoi str dung cu thé.

1.4. KIEN TRUC PAM MAY HUONG THI TRUONG

Mot trong nhiing bai toan quan trong cua dién toan dam may la dlnh gia cho tai nguyén
trén dam may dé cho thué. C6 mot s cach dinh gia co ban nhu sau:

Dinh gid cd dinh: Nha cung cap sé xac dinh rd ddc ta vé kha nang tinh toan c6 dinh (dung
lwong bo nhé duoc cap phat, loai CPU va toc dd...).

Dinh gid theo don vi st dung: dwoc ap dung pho b1en cho lvgng dirliéu truyen tai, dung
lwong bo nhé duoc cap phat va st dung,... cich nay uyén chuyén hon cach trén.

Dinh gid theo thué bao: (rng dung phan lén trong moé hinh dich vu phdn mém (SaaS) nguoi
dung s€ tién doan trwdc dinh mirc str dung rng dung cloud (cach tinh nay thwdong khé dat dwoc
do chinh xac cao).

Vi cac cach dinh gia nhw trén, nha cung cap dich vy va nguo1 ; str dung can c6 ) nhitng thoa
thuin cu thé vé viéc 4p dung cach dinh gid v61i tai nguyén. Diéu nay phai dwgc néu trong SLA
(Service Level Agreement) trong d6 xac dinh vé Yyéucau chat lwong dich vu QoS (Quality of
Service). Kién tric Market-oriented cloud bao gdm bén thanh phan chi yéu:

User/Broker (Nguoi dung/Nha méi gioi): Ngwoi dung hay nha phan phoi st dung quyén ty
thac dé giri yéu cau dich vu tir bat ky dau trén thé gidi téi trung tam dir liéu hay Cloud dé dwoc
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x ly.

SLA Resource Allocator (B¢ phdn phoi tai nguyén SLA): dong vai tro nhw mot trung gian gitra
cac nha cung cap Cloud v&i nguoi dung/nha moi gidi bén ngoai.

VMs (cdc mdy do virtual machine): Nhiéu may 4o c6 thé dwgc mé va tat ty dong trén mot
may vat ly dé phu hop véi yéu cau dich vu tir phia nguoi dung/nha moi gioi bén ngoai cling
nhw phu hop véi viéc str dung hiéu qua tai nguyén tu phia nha cung cap cloud. Co ché cung cap
may ao, nhw da phan tich, la mot trong nhitng cong nghé cht chét cho phép tham s6 héa cau
hinh may chd do dé phu hop voi diéu lut st dung dwoc ky két.

Physical Machines (cac mdy vat ly): Cac may vatly chinh la tai nguyén ha tang ctia nha cung
cap cloud. Cac may tinh vatly nay chay firmware hypervisor dé cap phat va chay cadc may 4o

theo yéu cau.
iy GG @EQ O

Thim dinh yéu cdu dich vu
va kigm tra ddu vao
- Quan ly dich vu hudng khach hang
. - Quan ly ri ro tinh todn
Bo phan phéi : - Quan ly tai nguyén tu déng
tai nguyén SLA - il

v

-~

| Gidm sat ¥ | Gidm satyéu ciu
| mdy do | [B6 diéu phail dich vy
: E | 4 « L . ¥ >
Cacmay ao :
(VMs)

Cac may -
vatly

Hinh 1.7. Kién triic Market-Oriented Cloud
Di vao chi tiét, bd phan phéi tai nguyén SLA gdom cac thanh phan sau day:

Service Request Examiner and Admission Control: Khi mét yéu cau dich vu dwoc giri 1én Ian
dau s€ duoc phién dich thanh cac yéu cau vé chat lvong dlch vu QoS trudc khi xac dinh xem
yéu cau dé duoc chap nhan hay tir ch6i. Piéu ndy ddm bao ring khong c6 tinh trang qua tai
dich vuy khi cac yéu cau d1ch vu khong thé dwoc dap U tng day du vi giot han cua tai nguyén hé
thong san c6. Dich vu nay can thong tin trang thai cuoi cung vé tinh trang san sang cua tai
nguyeén (tw co ché VM Monitor) va kha nang xtr Iy tai (tu co ché Service Request Monitor) theo
thir tu dé quyet dinh viéc phan ph01 tai nguyén mot cach hiéu qua. Sau d6 dich vu nay sé phan
yén cau cho cadc may a0 VM va xac dinh dac ta tai nguyén cho may do dwoc cap phat.

Pricing: Cung cip co ché quyet dinh cach cac yéu caudich vu duoec tinh phi st dung. Vidu
nhw dich vu duoc tinh phi st dung du*a theo thoi gian thuec thi cac nhiém vu, ty 1é gia ca (co
dmh/thay doi) hay tinh sdn sang clia tai nguyén (sanggd/yéu cau). Co che dlnh gia thich hop
c6 muc dich 1a nham cin baigiehicphiehorrgirdicsir 5@& g cap dich vu cloud.
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Accounting: Cung cip co ché theo doi lvu lwong tai nguyén dwgc st dung dé tinh chi phi cho
nguoi dung.

VM Monitor: Cung cip co ché lvu vét, gidm sat nhitng may do dang str dung va cac théng tin
vé tai nguyén ctia chung.

Dispatcher: Cung cap co ché bat dau thuec thi viéc cAp phat may do cho nhirng yéu cau dich
vu da dwgc chap nhan.

Service Request Monitor: Cung cap co ché lwu vét tién trinh yéu cau dich vu.

1.5. CAC CONG CU MO PHONG PAM MAY

Hién nay, bén canh cac hé thong dam may thuong mai, cac phan mém cai dat dam may ma
nguon ma& con c6 mot s cong cu co chirc ndng mo phong moi treong dam may. Cac cong cu
nay co uu diém la giup nguoi str dung, cac nha nghién ctru cong nghé c6 the thtr nghiém cac
san pham c6ng nghé cia minh trén may ma khéng can phal tw minh quan Iy mot ddm may
that. Tiéu biéu nhat trong cac cong cu md phéng dam may dé 1a CloudSim.

Kién tric CloudSim
Mot cach tong thé, CloudSim bao gom bon 1é6p (xem hinh 1.8):

SimJava: Mirc thap nhat trong kién triic bao gom nhirng cong cu mo phong sy kién dung dé
hién thyc nhitng chirc nang c6t 10i cin thlet cho viéc m6 phong & 16p cao hon nhu sdp xép va
xtr Iy sw kién, khéi tao cac thanh phan, quan Iy mé6 phdng dong ho.

GridSim: B6 cong cu ho tro cac thanh phan phan mém cap cao hon dé mé hinh héa nhleu
nén tang lwédi, bao ) gOm €3 hé théng mang va lién két dong b0 nhitng thanh phan co ban cua
lwéi nhu tai nguyén, tip dit liéu, dich vu giam sat va lwu vét, dich vu thong tin.

CloudSim: la phan hién thwc & mitc tiép theo do viéc mé& rong tw dong cac tinh nang co ban
duoc cung cap b&i 16p GridSim. CloudSim cung cap ho tro cho viéc mo6 hinh va mé phong hoa
moi trwong nen tang Cloud. Lop CloudSim quan ly viéc khéi tao va thuec thi cac thuc thé c6t 16i
(may do, thiét bi luu trit, ing dung) trong suot qua trinh moé phong Lép nay co kha ning khéi
tao dong thoi va quan ly mo rong trong subt voi nhimg nén tang Cloud bao gom hang nghin
thanh phan hé thong. Nhitng van dé co ban nhu trién khai may ao VM dua trén yéu cau nguoi
dung, quan ly qua trinh thuc thi rng dung va theo déi tw ddng déu dwoc quan ly béi 1ép nay.
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Hinh 1.8. Kién tric lo’p ctiia CloudSim

User-code: day 1a 10p trén cung cua hé thong mo phong cho phep ciu hinh nhirng chirc nang
lién quan dén cac may chu (so luong, dac ta may chu ao) lién quan dén 4 ing dung (so lwong cac
tac vu va yéu cau ddc td), cac may do VM, s luong nguoi dung. Mot ngwoi phat trién rng dung
mo phéng Cloud cé thé tuy chon'va tham s c&u hinh ¢ trng dung, nglr canh thyc nghiém & 16p

nay.
M6 hinh mé phéng Cloud

Kién tric dich vu nén tang lién quan dén Cloud dwgc m6 hinh hoéa trong chwong trinh mé
phéng bm thanh phan Data center. Data center duoc tao boi cac tap hop cac Host, c6 trach
nhiém quan ly cac may ao VM trong chu ky s&ng clia chiing. Cac Host 1a cac nit trong Cloud: no6
duwoc tham s6 kha nang xtt Iy cda bo vi xtr Iy trung tam CPU (bleu dién qua don vi MIPS =
mlllon of instruction per second), bo nho, kha nang lwu trit va chinh sach dinh thoi dé xi Iy
viéc cip phat 16i tinh toan cho cac may do. Cac thanh phin may Host cia nén tang mo phdng
hé tro mo6 phong vi xtr Iy mot nhan va da nhan.

Viéc phan ph01 may ao phuc vu cho rng dung cu thé nao d6 dén cac thanh phan Hostla
trach nhiém cta thanh phan Virtual Machine Provisioner. Thanh phan nay cung cap mot tap

cac phwong thirc cho ngwalﬁlmmggs Yo, m%gggmnm elod\g!i tai nguyén huéng téi muc
tiéu toi wu hiéu qua st dung. Nhirng chinh sach mac en co san rat gian don theo huéng
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ai dén trudc sé dwoc phuc vu trude.

V&i moi thanh phan Host, s cdp phat cac vi xtr ly CPU té1 cac may ao dwgc thuc hién theo
chinh sach diéu phoi cu thé dlra theo s6 lwong yéu cau va so lwgng vi xtrly san cé. Do ) vay, co
thé c6 cac chinh sach nhuw cdp phat CPU danh riéng cho may 4o hay phan tan dong giita cac
may ao (chia sé theo thoi gian).

M6 hinh cdp phdt mdy do VM

Mot trong nhirng y twong khién Cloud computing khac biét voi Grid computing la viéc trién
khai t6i da cong nghé va cac cong cu do hoa.

bé cho phép gia 1ap nhirng chinh sach khac nhau, CloudSim ho tro viéc cip phat may ao VM
¢ hai murc: trudc tién tai mirc Host va sau do la mirc may do VM. O mtc dau tién, c6 thé xac
dinh ro tong nang lyc xur 1y cua moi nhdn trong Host s€ duoc gan cho moi may do. Tai mtrc tiép
theo, cac may a0 VM sé duwoc phan rd téng nang luc xu ly cu thé cho mdi tac vu duoc thuc thi.
Tai mdi mitc, CloudSim hién thuc chinh sach cap phat tai nguyén theo thoi gian va khéng gian.

Mo hinh cho Cloud

Mo hinh cho Cloud déng vai tro nhw nguoi moi gioi gitra nha cung cap dich vu Cloud va
khach hang 1a diém nhén cta Cloud computing. Hon thé nira, nhitng dich vu nay can co ché dé
xac dinh chi phi dich vu va cac chinh sach vé gia.

M6 hinh chinh sach, chi phi va gia ca la mot y tuong dwoc xem xét khi thiét két chuwong
trinh mé6 phong Cloud, bén thudc tinh dwoc xem xét dén la:

— Chi phi mdi bd xtt ly;

— Chi phi m6i don vi bd nho;

— Chi phi m6i don vi lwu tri;

— Chi phi moéi don vi bing thong st dung.

Chi phi moi don vi bd nh¢ va lvu trit duoc kem theo trong qua trinh khoi tao may ao. Chi
phi moi don vi bang thong str dung co trong qua trinh  truyén dit liéu. Bén canh do, cac chi phi
st dung bo nhcr luu trir va cac chi phi lién quan c6 moi lién hé véi viéc st dung tai nguyén tinh
toan. Do Vay, néu may ao VM duorc tao ma khong c6 tac vu nao thuec thi trén chung, thi chi c6
chi phi vé bo nhé va lwu trit. Nhitng van dé nay c6 thé dwoc thay doi béi ngudi dung.

1.6. CAU HOI VA BAI TAP

. Néu cac dac trung ctua trung tam dir liéu.

2. So sanh cAc mé hinh trung tim dit liéu. Panh gid wu, nhwoc diém cda tirng mé
hinh khi ap dung cho cac doanh nghiép.

3. Trinh bay dac thu ctia cong nghé ao héa va vai tro trong dién toan ddm may.
4. So sanh cac kién tric 4o héa. Panh gid wu/nhwoc diém cda tirng kién tric.

5. Cac phanloai mé hinh dién toan ddm may c6 nhirng dic diém gi giong va khac
nhau.
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6. Phan biét vai tro cua cac thanh phan trong kién tric ddm may hwéng thi trueong.

7. Néu cac ddc diém ctia bd phan phdi tai nguyén SLA trong kién triic ddm may thi
truwong. Tim hiéu va trinh bay mot so6 kién tric SLA cu theé.

8. Tim hiéu va trinh bay chi tiét vé cong cu mo6 phong ddm may: CloudSim.
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Chuwong 2 )
LUU TRU VA XU LY DU LIEU

2.1.0 THONG LUU TRO PHAN TAN VA PONG
NHAT BO NHO' NFS, AFS

Trong phan nay, ching ta sé€ di vao tim hiéu kién tric cac hé thong lru triv phan tan co ban
nhw hé thong quan ly tp tin phan tan NFS va AFS. Ddc tinh chung cua cac hé luu trir phan tan
12 nhdm muc dich Iwu trit tap trung va chia sé thong tin cho cAc may tinh trong cling mang noi
bo.

NFS

NFS hay Network File System la kién tric hé thong tap tin phan tan ma mot may chu trong
hé thong dong vai tro la may chu lwu tri¥, cung cap nang lyc lvu triv cia cac 6 dia ctrng cuc bo,
hé thong RAID cho cac may tinh khac qua giao thirc mang. NFSla kién tric hé quan ly tap tin
phan tan rat phé bién, dwoc hd tro béi hau hét cac nén tang hé diéu hanh nhw Windows, Unix.

U'u diém ctia NFS la tinh trong sudt cho ngwoi dung cudi vé cach thikc truy cdp tap tin hay vi
tri noi tap tin dwoc lwu triv. Hé thong tap tin NFS dwgc anh xa nhue mot thu muc trong hé thong
quan ly tap tin cuc bo va khong c6 swkhacbiét. Yeu diém ctia NFS 14 tinh khd mé thip do moi
thao tac doc ghi dirliéu déu thuc hién qua_ két ndi mang véi may chu luu trir NFS. Trong
trueong hop néu cé truy cap twong tranh vao ciing mot tép, hiéu ning cda NFS suy gidm ré rét.

AFS

AFS cling la mot hé thong tap tin phan tan nham muc dich chia sé tap tin cho mot lwong lon
nguoi dung mang. So voi NFS, AFS c6 tinh kha mo cao hon, dap U tng duoc s6 lwong nguoi dung
1én hon nho vao dac trung sau day: Khi truy cap tap tin, toan bo tap tin sé duoc sao chép vé
phia may nguoi str dung va cac thao tac doc ghi duogc thtrc hién trén tap tin d4. Khi tap tin
dwoc dong, noi dung tap tin sé duoc cap nhat vé phla may cht lwu trit. Chinh vi vay, qua trinh
doc ghi twong tranh 13 trong sudt déi véi tirng ngwdi st dung nhung tinh nhat quan ctia tap tin
khong duoc dam bao.
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Hinh 2.1. Kién triic hé théng tdp tin NFS

2.2. HE THONG LUU TR HDFS, GFS

HDFS

Hadoop framwork cua Apache la mot nén tang dung dé phan tich cac tap ditliéu rat lén ma
khong thé x ly trén dwoc trén mot L may chid duy nhit. Hadoop trtru twong héa mé hinh tinh
toan MapReduce, lam no tr¢ nén dé tié can hon voi cac nha phat trién. Hadoop c6 kha nang
m& rong vo s6 cac nit lwu triv va cé thé xir Iy tit cd hoat ddng va phan phdi lién quan dén viéc
phan loai dir liéu.

Téng quan thiét ké ctia HDFS

HDFS (Hadoop distributed file system) ra doi trén nhu cau luu trir dit liéu cua Nutch, mot
dw an Search Engine nguoén mo. HDFS ké thira cac ddc tinh chung ctia cac hé théng tap tin phan
tan thé hé trwdc nhuw do tin cdy, kha ndng mé rong va hiéu suit hoat dong. HDFS dwoc thiét ké
véi nhitng gia dinh nhw duéi day:

Thw nhat cac10i vé phan clrng sé thwong xuyén xay ra. Hé thong HDFS sé chay trén cac
cluster voi hang tram hodc tham chi hang nghin nut. Cac nit nay dugc xay dung tir cac phan
cting thong thuwong, giare, ty 1é 101 cao. Chat lwong va s6 lwong cia cac thanh phan phan cirng
nhu vdy sé tit yéu dan den ty 16 Xay ra 106i trén hé thong cluster cao. Co thé diém qua mot sg Ioi
nhuw 10i cua Ufng dung, 16i ctia hé dieéu hanh, 16i dia cing, bo nha, 16i cta cac thiét bi két néi, 16i
mang, 16i vé ngudn dién... Vi thé, kha niang phat hién 16i, chéng chlu 16i va tw dong phuc hdi
phai dwoc tich hop vao trong hé thong HDFS.

Thir hai, do dac thu lvu trit dit liéu c6 dung luwong 16m, HDFS duoc thlet ké dé toi wu cho bai
toan lwu trik cac tap tin c6 kich thwdc 16n hang GB, tham chi TB. D€ giai quyet bai toan nay, dir
liéu clia cac tap tin 16m sé dwoc chia nho thanh cac khéi 1én (vidu 64MB) va phan tan trén cac
nat lwu trix. So voi cac hé thong tap tin khac, HDFS khong t61 wu cho bai toan luu trir hang ti tap
tin nho voi kich thudc moi tap tin chi vai KB, U'u dleﬁu%%ap tinlon la giam tai cho

hé théng quan Iy khong gian tap tin, gfam thoi gian thw muc hay tim kiém tap
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tin.

Thir ba, HDFS ban dau duoc thiét ké chi cho phép thay d6i ndi dung cac tip tin dwoc lwu triv
qua phép toan thém append dit liéu vao cudi tap tin hon 1a ghi dé 1én dir liéu hién cé. Viéc ghi
dit liéu 1én mot vi trf ngdu nhién trong tap tin khéng dwoc ho tro. Mot khi da duoc tao ra, cac
tap tin sé tré thanh file chi doc (read- only). Thiét ké nay khac can ban so véi cac hé thong
quan ly tap tin truyen théng do khac biét vé muc dich st dung. HDFS dwoc thiét k&€ dé toi wu
cho bai toan lwu trir dir liéu cho viéc phan tich khi ma dau vao c6 thé la cac tap tin nhat ky logs
hay dit liéu lién tuc dén tlr cdc cdm bién. V&i dau vao dit liéu nay thi thao tac ghi ngau nhién
hay ghi de ditliéu la khong can thiét. Hon nita, don gian héa hd tro ghi dit lidu ciing 1a nhan té
dé HDFS t6i wu va tang hiéu ning hé thong.

Ngay nay, Hadoop cluster va HDFS rat pho bién trén thé gi¢i. Noi bat nhatla hé thong cta
Yahoo v&i mot cluster 1én dén 1100 nat véi dung lwong HDFS 1a 12 PB. Cac cong ty khac nhu
Facebook, Adode, Amazon ciing da xay dung cac cluster chay HDFS véi dung lwong hang tram,
hang nghin TB.

Kién tric HDFS

Gidng nhu cac hé thong tap tin khac, HDFS duy trl mot cau truc cdy phan cdp cic tép tin, thu
muc ma cac tap tin sé dong vai tro 1a cac nat la. Trong HDFS, vi kich thwéc mdi tap tin 16n, moi
tap tin sé duoc chia ra thanh cac khéi (block) va moi kh01 nay sé co mot block ID dé nhan dién.
Cac khéi ctia cung mot file (trw khoi cuoi cung) s€ co cung kich thudc va kich thudc nay duoc
goi la block size cua tap tin do. Moi khdi cua tap tin sé dwoc Ivu trir thanh nhiéu ban sao
(replica) khac nhau vi muc dich an toan dit liéu. Cac kh6i dwoc lwu trit phan tan trén cadc may
cht lwu trit cai HDFS. HDFS c6 mot kién tric chu/khach (master/slave) Trén mot cluster chay
HDFS, c6 hai loai nut (node) la Namenode va Datanode. Mot cluster c6 duy nhat mot
Namenode va c6 mot hodc nhiéu Datanode.

Namenode dong vai tro la master, chiu trach nhiém duy tri théng tin Ve cau tric cdy phan
cap cac tap tin, thw muc cia hé thong tap tin va cac siéu dirliéu (metadata) khac ctia hé thong
tap tin. Cu thé, cic metadata ma Namenode luu trit gdm cé:

- File system namespace (khdng gian tén tdp tin): 1a hinh anh cay thw muc ciia hé thong tap
tin tai mot thoi diém nao dé. Khong gian tén tip tin thé hién tit ca cac file, thw muc c6 trén hé
thong file va quan hé gifta ching.

— Théng tin dé€ dnh xa tir tén tdp tin ra thanh danh sdch cdc khéi: V&i moi tap tin, ta c6 mot
danh sach c6 thit tu cac khéi block ctia tip tin d6, moi khéi dai dién béi Block ID.

— Noi lwu triv cdc khoi: Cac khéi dwoc dal dlen mot Block ID. Vé&i moi block, ta c6 mot danh
sach cac DataNode lwu trit cic ban sao ctia khdi do.

Cac DataNode sé chiu trach nhiém lwu trit cac khoi that sy cta tung tap tin cia HDFS. Moi
mot khéi sé dwoc lwu trir nhwe mét tip tin riéng biét trén hé thong tap tin cuc bo cuia DataNode.
Trong ngir canh MapReduce, cac DataNode nay con c6 chitc ning tinh todn véi dit liéu 1a chinh
cac khoi dwoc lwu triv. Kién tric cia HDFS dwoc thé hién trong hinh 2.2.

Downloaded by Hi?n Tr??ng (armythuongyeujhope@gmail.com)



NameNode

ng dung Ton ¥l o | 3 Symtn Numsspace _ MyFolderMyFile
# Block 12353331
HERO Chant [ e Id, noi I trir s
Block o Block 12435645
Céc [&nh tir MameMode
Théng tin trang thai tr DataMode
Block ID . DataNode DataNode
Local File System Local File System Ee
o \—9 L@ L@ L@
Qi wires Dlsk

Céc thing digp truyén dlr gy
—» Céacthing digp truyén yéu ciu

Hinh 2.2. Kién tric HDFS

Vé co ban Namenode sé chiu trach nhiém diéu phoi cac thao tac truy cap (doc/ghi dirliéu)
cia nguoi str dung (client) 1én hé théng HDFS. Khi client caa hé théng muon doc mot tip tin
trén hé thong HDFS, client nay sé thyc hién mot yéu cau thong qua RPC dén Namenode dé lay
cac metadata cua tap tin can doc. Tlr metadata nay, client sé biét duoc danh sach cac block cua
tép tin va vi tri cda cac DataNode chita cac ban sao clia tirng block. Client sé truy cap vao cac
DataNode dé thuc hién cac yéu cau doc cac block.

Dinh ky, m6i DataNode sé bao cao cho NameNode b1et vé danh sach tat ca cac blockma né
dang lru trit, NameNode sé dya vao nhirng thong tin nay dé cip nhit lai cic metadata trong
né. Ctr sau mdi lan cap nhat lai nhw viy, metadata trén NameNode sé dat duoc tinh nhat quan
véi dit liéu trén cac DataNode. Toan bd trang thai cia metadata khi dang & tinh trang thong
nhat nay dwoc goi la mot checkpoint. Chi khi nao metadata & trang thai checkpoint méi c6 thé
dwoc nhan ban cho muc dich phuc hoi lai NameNode.

NameNode va qud trinh twong tdc gitra client va HDFS

Viéc ton tai duy nhat mot NameNode trén mot hé théng HDFS da lam don gidan hoa th1et ké
ctia hé théng va cho phép NameNode ra nhing quyet dinh thong minh trong viéc sap Xep cac
block dit liéu Ién trén cac DataNode dua vao cac kién thirc vé moi trwong hé thong nhuw: ciu
tric mang, bang théng mang, kha nang cta cac DataNode... Tuy nhién, mot nhu cau ditrala
can phai téi thiéu héa sy tham gia cia NameNode vao cac qua trinh doc/ghi ditliéu 1én hé
thong dé tranh tinh trang nut that cd chai (bottle neck). Client sé khong bao gio doc hay gh1 dir
liéu lén hé thong thong qua NameNode. Thay vao do, client s€ hoi NameNode vé thong tin cac
DataNode c6 cac block can truy cap hodc cac DataNode c6 thé ghi cac block moi. Sau do, client
sé lwu trit lai tam thoi cac thong tin nay va két noi truc ti€p véi cac DataNode dé thuc h1en cac
thao tac truy xuat dir liéu.

Qud trinh doc file

So' d6 sau miéu ta qua trinh client doc mot tap tinggén HDFS.
This document is available free of charge on stUdocu
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Hinh 2.3. Qua trinh doc tdp tin trén HDFS

DPau tién, client sé mé& tap tin can doc bang cach giri yéu cau doc tap tin dén NameNode (1).
NameNode sé thyc hién mot s6 kiém tra xem file dugc yéu cau doc c6 ton tai khong. Néu
khong co van dé gi xay ra, NameNode sé& gitri danh sach cac block (dal dién béi Block ID) cta
tép tin cung voi dia chi cac DataNode chra cac ban sao cua block nay (2). Tiép theo, client sé
m¢ cac két ndi téi DataNode, thue hién mot yéu cau RPC dé yéu cau nhan block can doc va
déng két n01 voi DataNode (3) Luu y 13 véi moi block, ta c6 thé c6 nhiéu DataNode lwu trit cac
ban sao cua block do. Client sé chi doc ban sao cua block twr DataNode theo thir ty wu tién duoc
cau hinh trong hé théng. Client sé thuc hién viéc doc cac block lip di liap lai cho dén khi block
cudi cling cta file dwoc doc xong.

Nhw vdy, trong qua trinh mot client doc mot file trén HDFS, ta thay client sé truc tiép két
noi véi cac DataNode dé lay ditliéu chr khong can thuc hién gian ti€p qua NameNode. Pidu
nay sé lam gidm di rat nhiéu viéc trao déi dit liéu giita client va NameNode, kh01 lu'(rng luan
chuyen dit liéu sé& dwoc trai déura khap cluster, tinh trang bottle neck ‘thit c8 chai” sé khong
xay ra. Do dé, cluster chay HDFS c6 thé dap tng dong thoi nhiéu client cling thao tac tai mot
thoi diém.

Qud trinh ghi file

Qua trinh ghi tap tin bat dau vai viéc client sé glri yéu cau tao mét chi muc tap tin (file
entry) 1én khong gian tén cua hé th&ng tap tin dén NameNode (1). Tap tin méi dwoc tao sé
rong, tirc chua c6 mot block nao. Sau do, NameNode sé quyet dinh danh sach cac DataNode sé
chtra cac block caa tap tinva L gui lai cho client (2). Client sé chia ditliéu ctia tap tin cin tao ra
thanh cac block, moi block sé du'o'c Iwru ra thanh nhiéu ban sao trén cac DataNode khac nhau
(tuy vao chi sé d(_) nhan ban cuda tap tin).
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Hinh 2.4. Quad trinh tao va ghi dir liéu Ién tdp tin HDFS

Client gtti block cho DataNode thir nhat, DataNode thit nhdt sau khi nhan duoc block sé tién
hanh Iwu lai ban sao thir nhat cia block. Tiép theo DataNode tht nhat sé giri block nay cho
DataNode thit hai dé liu ra ban sao thit hai ctia block. Tuwong tw, DataNode thir hai sé giri
packet cho DataNode thi ba. Ctt nhw vay, cac DataNode ciing [t cac ban sao ciia mot block.
Qua trinh nay dwogc hinh dung nhw 1a mot ong dan dirliéu data pile. Sau khi DataNode cudi
cung nhan duoc thanh cong block, no sé gui lai cho DataNode thtt hai mot goi xac nhan rang da
luu thanh cong (4). Va géi thir hai lai giti goi xac nhan tinh trang thanh cong ctia hai DataNode
vé DataNode thir nhit.

Client s€ nhan duoc cac bao cao xac nhan tir DataNode thtr nhat cho tinh trang thanh céng
clia tat ca DataNode trén data pile. Néu co bat ky mot DataNode nao bi 16i trong qua trinh ghi
dit liéu, client sé tién hanh xac nhan lai cac DataNode da lwu thanh cong ban sao ctia block va
thuc hlen mot hanh vi ghi lai block 1én trén DataNode bi 15i.

Sau khi tat ca cac block ctia tip tin déu da dworc ghi 1én cac DataNode, client sé thyc hién
mot thong diép bado cho NameNode nham cap nhat lai danh sach cac block ctia tap tin vira tao.
Thong tin anh xa ti BlockID sang danh sach cac DataNode luu trit s€ dwgc NameNode tu dong
cap nhat qua giao thirc diém danh ma dinh ky cac DataNode sé gtri bao cao cho NameNode
danh sach cac block ma né quan ly.

Nhu vay, cling glong nhu trong qua trinh doc, client sé truc tiép ghi ditliéu lén cac
DataNode ma khong can phai thong qua NameNode Mot dic diém néi troi nita la khi client ghi
mot block véi chi s6 nhan ban 1a n, tirc né can ghin blocklénn DataNode, nho co ché luan
chuyen block dir liéu qua 6ng dan (plpe) nén lwu lwong dir liéu cin write tir client sé gidm di n
lan, phan déu ra cic DataNode trén cluster.

Kich thwérc khéi block

Nhu ta da biét, trén dia cieng, don vi lvu triv dit liéu nho nhit khong phai la byte, bit hay KB
ma la mdét block. Kich thwéc block (block size) cua dia cing s€ quy dinh lugng dir liéu nho nhat
ma ta c6 thé doc/ghilén dia. Cac he thong tap tin nhw cia Windows hay Unix ciing str dung
block nhw 1a don vi trao déi dit liéu nho nhit, block size trén cac file system nay thuwong la
khodng nhiéu Ian block size trén dia ctrng.

HDFS ciing chia file ra thanh cac block, va moi bloghg nay sé crc lru trit trén Datanode
thanh mot file riéng biét tr Tﬂs%”Tﬁﬁﬁg"ﬁ'féefdfﬁéﬁlgéﬁa Mdon vi trao d6i dit liéu nho

Downloaded by Hi?n Tr??ng (armythuongyeujhope@gmail.com)


https://www.studocu.com/vn?utm_campaign=shared-document&utm_source=studocu-document&utm_medium=social_sharing&utm_content=ebook-dien-toan-dam-may-phan-1-1187504

nhat gitra HDFS va client cia no. Block size 1a mot trong nhiing diém quan trong trong thiét ké
HDFS. Block size mac dinh cua HDFS la 64 MB, nhu’ng thong thuong trén cac hé thong 16,
nguwoi ta dung block size 1a 128 MB, 16n hon block size ctia Cac hé thong file truyén thong rat
nhiéu.

Viéc st dung block size 1om, tirc s€ giam so lugng block cuia mot tap tin, mang lai mot so
thuan loi. Dau tién, no sé lam giam nhu cau twong tac voi NameNode ctia chent vi viéc doc/ghi
trén mot block chi cAn mot lan twong tac véi NameNode dé 14y Block ID va noi luu block do.
Thit hai, véi block size 1én, client sé phai twong tac voi DataNode it hon. Moi lan client can doc
mot BlockID trén DataNode client phai tao mot két noi TCP/IP dén DataNode. Viéc glam s6
hro'ng block can doc sé giam : s6 luong két ndi can tao, client sé thwong lam viéc voi mot két nobi
ben vitng hon la tao nhiéu két n6i. Thir ba, viéc giam s6 lwgng block cua mot tap tin s€ lam
giam khoi luong metadata trén NameNode. Piéu nay giup MasterNode co thé dwa toan bo
metadata vao bo nhé chinh ma khong cin phai lwu trir trén dia cling.

Mat khéc, viéc stt dung block size 1¢n sé dan dén viéc mot tip tin nho chi c6 mot vai block,
thlro'ng a chi ¢4 mot. Piéu nay din dén viéc cac DataNode [wu block nay sé tré thanh diém
nong khi co nhiéu chent cung truy cap vao tap tin. Tuy nhién, hé thong HDFS da phén chi lam
viéc trén cac file c6 kich thwdc 1on véi nhiéu block nhw da dé cip & phan trén nén sw bat cap
nay 1a khong dang ké trong thuec tién.

GFS

GFS hay Google file system la hé théng tap tin phan tan phat trién boi Google vara doi
truérc HDFS. GFS c6 kién tric - tuong tw HDFS, 1a hinh mau dé cong dong phat trién nén HDFS.
GFS thuong duorc cau hinh véi MasterNode va cac shadow Master nham muc dich chiu 16i.
Trong qua trinh hoat dong, néu MasterNode gap suw c6, mot shadow Master sé duoc Iya chon
thay thé MasterNode. Qua trinh nay hoan toan trong sudt vai client va nguoi st dung Ngoai
ra, trong qua trinh luu trir cac block, GFS str dung cac ky thuat kiém tra loi luu trit nhw
checksum nham phat hién va khoi phuc block bi 16i m6t cach nhanh chéng. GFS 1a nén tang
phat trién cac hé thdng khac ctia Google nhu BigTable hay Pregel.

2.3.CO' SO DU LIEU NOSQL

Cac hé quan tri dir liéu quan he (RDBMS) tirlau da dwoc xem nhw la giai phap sO mot trong
luu trir va truy Van ditliéu cau truc trong nhiéu thap ky qua. RDBMS cung cap mo hinh dirliéu
quan hé ma véi mé hinh nay cé the dac td hau hét moi quan hé gitra cac tap dit liéu luu tri.
Mot trong nhitng dic tinh co ban ctia RDBMS 1a bao dam ngir nghia ACID cho phép xtt ly cac
giao dich dit liéu mot cach tin cay. biéu nay giai phong 4 tng dung khoi khéi lwong cong viéc
khong 16 ddm bao tinh toan ven clia dit liéu trong truy cap twong tranh.

Khi lwong dit lieu duoc luu trit ngay cang 1om va vwgt ra khoi gioi han xir Iy cia mot may
cht RDBMS duy nhat, rat nhiéu cac ky thuat duwoc dwa ra dé mé rong hiéu nang cua hé thong
RDBMS. Mot trong nhuzng ky thuat pho bién Ia “database sharding” thuc hién bang cach chia
co s& dit liéu tdng thé thanh cac phan ‘shards” va phan tan trén cum RDBMS cluster. Tuy
nhién, do do phtc tap cao cua co ché& bdo ddm ACID, cac cum RDBMS cluster thuong chi duoc
trién khai trén quy mo nho vai chuc nét.

Twwnam 2005, cong dong nghién ctru veé co sd dirliéu trén thé gi¢i dong y rang su thong tri
cua RDBMS da két thic va kéu goi can phai thiét ke cac co so dirlieu chuyén biét hoéa véi tinh
kha mé cao dé phut hop véi nhu cau thuc té. Lop cac hé co sé dit lidu méi nay duoc goi dudi
tén chung 1a NoSQL. Hién tai c6 cac hé co s& NoSQL dién hinh nhu Amazon Dynamo,
Cassandra, CouchDB,..

Dbac diém chung ctia cac hé NesQl latinhkhaméeaosavéi RDBMS cd nhirng khac biét co



ban nhw dwédi day:

M6 hinh dit liéu don gidn hod: NoSQL khong t6 chirc dit liéu dudi cac bang quan hé. NoSQL
c6 md hinh t6 chirc dit liéu dwéi bon nhom chinh: key/value huwéng vin ban (document-
oriented), hé cot (column-familly store) va co s& dit liéu do thi (Graph database).

Coso ditliéu (DBMS) key/value cung cdp mo hinh dirliéu va giao dién trng dung APl don
gian nhat glong véi bang bam (hashtable). Ung véi moéi khoa, DBMS key/value chi cho phép
doc, ghi va x6a gia tri dwgc dinh danh béi khda dé. Vi du ki€u NoSQL key/value la: Amazon
Dynamo Riak.

DBMS huéng van ban dwoc thiét ké dé quan tri dit liéu nra ciu tric (semistructured data)
to chirc dudi dang tap hop cac van ban. Gidng nhuw DBMS key/value, moi van ban trong DBMS
dwoc dinh danh bang mot khoa duy nhat. Tuy nhién, vi van ban cé ciu tric gém nhiéu thudc
tlnh DBMS huwéng van ban cho phép tao chi myc tim ki€m cho cac truedong thudc tinh nay. Vi du
ctia DBMS huéng van ban bao goém: CouchDB va MongoDB.

DBMS hé cOt td chirc ciu truc dir liéu duwdi dang cdc bang dnh xa da chiéu thwa nhw mo hinh
Google Blgtable Veé co ban, dit liéu ton tai dudi dang bang nhu trong RDBMS nhung cac dong
trong bang khong nhat thiét cé cung tap cac cot. Hon nita, DBMS hé cot nay phan 1on khong hd
tro phép toan JOIN nhw trong DBMS.

Dg phiic tap dwgrc don gidn héa: RDBMS véi dac tinh ACID dam bao dit liéu luén dwoc toan
ven va nhat quan trong giao dich. Tuy nhién, dac tinh nay trong thuc tién voi cac ing dung
internet nhw hién nay tro nén khong can thiét. NoSQL Iwa chon tinh kha mé thay vi cam ket
bao dam ACID. Dé c6 thé mé rong toi mo hinh trién khai phan tan trén hang ngan may chu lwu
tri, NoSQL phan 1én chi ho tro m6 hinh nhat quan sau cung (eventual consistency model) nhw
1a cac thao tac doc c6 thé duoc tra vé dit liéu cii chua dwoc cap nhat véi thay d6i méi véi diéu
kién ddm bao sau cling thi cac thao tac doc ludn nhan vé dit [iéu méi nhat da cap nhat.

Mo hinh mo rong ngang trén phan cteng pho théng: Khong glong nhuw RDBMS, cac DBMS
NoSQL c6 tinh khd mé& cao trén cac phan cing pho thong. Cac not Iwu trir cia NoSQL cé the gia
nhap hay ra khéi hé thong tlly theo nhu cau ma khong lam dnh hwéng dén su hoat dong ctia hé
thong.

2.4. PIEN TOAN PAM MAY VA DU LIEU LON

Cac kho lwu trir dit liéu phan tan la thanh phan Kkhong thé thiéu trong dién toan dam may.
Ngoai tinh nang luvu trir ditliéu tap trung cho nguoi st dung dién toan dam may, cac kho luu
trir dirlieu nay con dam nhan vai tro lwu trir va cung cap cac tap tin anh may ao phuc vu cho
chinh nén L tang do hoa cua dién toan dam may. Trong chuong nay, ching ta sé di vao tim hiéu
thiét ké cac kho luu triv Openstack Swift, Amazon S3, thiét ke cua cac hé quan tri dir liéu moi
pho bién trén nén dién todn ddm may va phan tich cu thé mé hinh tinh toan
MapReduce/Hadoop.

Mot dac diém chung cua hé quan tri dirliéu cho dién toan dam may la giao dién twong tac
HTTP API, khong st dung giao dién hé thdng quan Iy tap tin thong thuong.

Amazon S3

Amazon S3 la dich vu kho Iwu trit dit liéu trén nén dién toan dam may Amazon Web Service,
dwoc dua ra gioi thleu vao nam 2006. S3 cung cap giao d1en twong tac ung dung APl don gidn
cho phép luu trir va truy cap dit liéu bat ct khi nao vag bat ctt dau c6 két noi Internet. Cac nha
phat trién (ng dung hay nguicsirdung:83«hong ph X yStitdO@ban phi cai dit nao, chi tra
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Khi ra cong b8, Amazon tinh phi cho nguoi st dung 1a 0,15 USD mot gigabyte moi thang,
v@i chi phi thém cho bang thong duoc st dung dé giri va nhan dit liéu, tinh phi cho moi yéu cau
(nhdn hay giri). Amazon tuyén b6 ngay chinh Amazon 1 cling st dung nén tang S3 véi tinh kha
m¢& cao dé chay mang lwéi thwong mai dién ti toan cau cuaa ho.

Amazon S3 dwgc bao cdo da luu trir hon mét nghin ty thuc thé tinh dén thang 6 nam 2012.
Con s6 nay tang 1én tir 102 .ty thuc thé trong thang 3 nam 2010, 64 ty thuc thé trong thang 8
nim 2009, 52 ty thang 3 nam 2009, 29 ty trong thang 10 nam 2008, 14 ty trong thang 1 nam
2008 va 10 ty trong thang 10 nam 2007.S3 dwoc st dung cho web hostln g, image hosting va
Ivu trit cho cac hé thong backup. Hop dong dich vu cho S3 kém theo mot dam bao 99,9% thoi
gian hoat dong hang thang, twong duong véi khoang 43 phut thoi gian chét méi thang

Cdc khdiniém co s& trong Amazon S3

Doi tuwong dit liéu (Objects): Cac déi twong dir liéu dwoc coi nhw khai niém cac tap tin trong
hé thong quan ly tap tin thong thuong. Moi doi tuong duoc lwu trit voi siéu dir liéu dac ta di
kém nhu ngay chinh stra, ngay khoi tao,. . S6 lwong cac d6i twong ma ngudi st dung c6 thé luu
trir1a voé han va mdi d6i twong c6 thé chtra 5 TB di liéu.

Thung (buckets): Moi ddi twong dwoc lwu triv trong mot thung, duoc hiéu nhwla mot thw
muc trén hé quan ly tap tin. Tuy nhién, khac véi hé quan Iy tap tin, cac thung chi chira cac d6i
twong dit liéu, khong chita cac thung con.

Khéa (keys): M6i doi twong dit liéu trong Amazon S3 dwoc dinh danh béi mét khoa duy nhit
tng voi thung c6 chira doi twong d6.S3 hd tro tinh phién ban, do vay dinh danh clla moi mot
phién ban (version) cia d6i twong dit liéu dwoc xay dwng tir tén thung, khéa va ma phién ban.

Ving dia ly kho luu trit (Regions): Ngwoi st dung S3 khoi tao thung theo khu vue dia ly noi
trién khai hé thong S3.Viéc cho phep lya chon vung luu tri 13 dé t6i wu do tré dudng truyén
ting tdc do truy cap. S3 hién nay dwoc trién khai trén cac viing dia Iy nhw My, chau Au, khu vuec
chau,..

Thiét ké

Amazon kKhong cong bd thong tin chi tiét thi€t ké cua S3. Theo Amazon, thiét ké cia S3
nham muc dich cung cap kha ning mé rong, tinh sdn sang cao va do tré thip vai chi phi.

S3 luu trir cac doi tuong hay thurc thé dirliéu kich thudc lén den 5 terabyte. Cac déi twong
dwoc t6 chirc thanh cac thung bucket (méi thiing thudc sé hitu cia mdt dich vu Web Amazon
hodc tai khoan AWS). Moi thue thé dwoc dinh danh trong mbi nhém bang mot khéa duy nhit
gan voi nguoi str dung. Cac thung va cac doi twong co thé dugc tao ra, duoc liet ke va lay ra
bang cach str dung hodc mot giao dién HTTP kiéu REST hoic giao dién SOAP. Ngoai ra, cac doi
twong c6 thé dwoc tai vé bang cach sir dung giao dién giao thirc BitTorrent.

S3 ho tro cac giao thirc bAo mat, chinh sach quyén truy cap dén cac doi twong va cac thung.
Tén va khoa thung dwoc lwa chon nén cac d6i twong cé thé dwoc danh dia chi thong qua URL:

http://s3.amazonaws.com/bucket/key
http://bucket.s3.amazonaws.com/key

Vi cac déi twong co thé truy cap qua giao thirc HTTP, S3 co thé dwoc st dung dé thay thé
dang ké co' sé ha tang Iwu trit web tinh hién cé. Co ché xac thuwc AWS Amazon cho phép chuso
hitu nhém tao ra mot URL x4c thue véi thoi gian ton tai dwoc dinh sdn. Vi du nhu, , NgUoi st
dung c6 thé xay dung mot URL ma c6 thé dwoc giao cho mot bén thit ba dé truy cap trong mot
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thoi gian nhw trong 30 phat tiép theo, hoac 24 gio ti€p theo.

Mobi muc trong mot thiing cling co thé dwoc phuc vu nhw la mét nguén cap dirlieu
BltTorrent Cac kho dirliéu cta S3 co thé hoat dong nhuw mot ‘may chu lwu triv nguon cho mot
torrent va client BitTorrent bat ky c6 thé lay lai tap tin qua giao thirc BitTorrent. Piéu nay lam
giam dang ké chi phi bang thong cho viéc tai xuong cda cac thuc thé pho bién vi cac client
BitTorrent trong qua trinh tai ve déi twong dir liéu cling dong gbp vao viéc lam trung gian dwa
dirliéu tdi cac client khac.

Dich vu lwu trir web tinh

Tinh dén ngay 18 thang 2 nam 2011, S3 Amazon cung cip cac tuy chon dé lwu trit cic trang
web tinh voi sy ho tro tai liéu trang chtl ch1 muc (index.html) va ho tro tai liéu bao 16i. Sw ho
tro nay da duoc thém vao nhw mot két qua tlr yéu cau clia ngwdi st dung tir ndm 2006. Vi du,
trong truwong hop Amazon S3 da dwoc cau hinh véi cac ban ghi CNAME dé lvu trir
http://subdomain.example.com/. Trong qua khtt, mot nguoi truy cap vao URL nay sé chi la
mot danh sach dinh dang XML cta cac doi twong thay vi mot trang chu index dé phuhop voi
khach truy cap ngdu nhién. Tuy nhién, ngay nay, cac trang web lwu trit trén S3 cé thé chi dinh
mot trang chu mdc dinh dé hién thi va mot trang khac dé hién thi trong trwong hop trang mac
dinh nay khong ton tai.

Uu diém va tinh ndng ctia S3

Tinh 6n dinh: Ngwoi str dung S3 dwoc ky théa thuan cung cap dich vu v&i mirc duy tri tinh
san sang cua hé thong dat 99,99%. S3 duoc thiét ké chiu 161 va phuc hdi hé théng nhanh trong
thoi gian tdi thiéu.

Tinh don gidn, dé diing: S3 cung cdp giao dién két ndi Rest API va cac thw vién giao ti€p trén
cac ngon ngir pho bién nhw JAVA, Python,...

Tinh m¢ rgng: S3 chi tinh phi dich vu trén dung lwong va bang thong str dung. Nguoi sw
dung c6 toan quyén ting hodc giam s6 lwong cac ddi twong dit liéu dwoc lwu trir dé t8i wu chi
phi st dung.

Tinh ré: Theo tinh toan thong ké, chi phi str dung S3 rit canh tranh véi cac gidi phap tw thiét
ké lwu trit trén may chu riéng.

OpenStack Swift

OpenStack Swift 1a hé thong kho lwu trit doi twong c6 tinh khd mé cao, dwoc thiét ké dé luu
trir khéi luong lon cac ditliéu phi Cau trdc voi chi phi thap thong qua giao dién trng dung
Restful. Hé thong OpenStack Swift ¢ thé trién khai m& rong tir mot vai not (node) lwu trit voi
dung lu'(mg Iwu trit gidi han 1én téi hang ngan not lwu tri phan tan véi dung lwong tong thé 1én
to1 hang ngan Petabytes. OpenStack Swift duoc thiét ké chiu 164, trong hé théng khong co bat
cr thanh phan nao la diém chét duy nhat (single point of fallure) ma héng héc ctia thanh phan
nay kéo theo viéc dung hoat dong cta toan bo hé thong. Nhu cac kho lwu trit dién toan dam
may khac, OpenStack swift dwoc thiét ké dé c6 thé lwu trit va phuc vu dit liéu ndi dung dong
thoi nhidu ngwoi dung dich vu.

Ddc trung cua OpenStack Swift

OpenStack Swift lvu trir dit liéu dwéi dang cac dbi twong dir liéu dwoc truy xuit qua dinh
danh URL.

TAt ca cac doi twong lwu tFFHET PSR FhAN BEH rmg'c'gﬂ%g chiu 16i dwoc dinh nghia
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nhuw 1a nhém céc 6 dia ctrng, nhom cac nét lwu trit,... Muc dich ctia viéc nhan ban ra cac vung
chiu 16i khac nhau la dé gitp d6i twong lwu trit van c6 thé truy cap téi dwoc khi co sw cd trén
mot hodc hai vung chiu 10i.

Tat ca cac doi twong c6 thong tin siéu dir liéu di kem nhw quyén nguwoi st dung, thoi gian
khai tao...

OpenStack Swift cung cap giao tiép RestFul API dé truy xuit déi twong dir liéu.

boi twong dir liéu dwgc phan tan trén hé th6ng ma khéng phu thudc vao dinh danh URL cua
déi twong.

OpenStack Swift mo rong hay thu hep hé théng bang viéc thém bdt cac ndt lvu trit nhung
khong anh hudng dén hiéu nang ctia hé thong Qua trinh thém bét cac n6t 1a hoan toan trong
su6t va khong anh hwdng dén hoat dong cia toan hé thong.

Cac noét lwu trir 1a phan clirng may cht phé bién nhw Dell, HP,...

Cac lap trinh vién hodc ngwoi st dung nén tang OpenStack Swift c6 thé str dung triec tlep
giao tiép API cung cap b&i OpenStack Swift, hodc st dung cac thu vién giao ti€p trén cac ngon
ngit 1ap trinh pho bién nhw Java, Python, Ruby va C#.

REST API

—b

Get/Put/Delete

D liéu Liru trir

Hinh 2.5. Truy cap dir liéu qua Rest API
Xty ly dir liéu 16on MapReduce/Hadoop

Theo thong ké, lwong dit lieu dwoc tao ra hién nay tang gap doéi sau chu ky 2 nam. bong gop
vao sy tang trudng khong 16 nay 1a cac van ban, tap tin video, audio dwoc chia sé trén cac
mang xa hoi nhu twitter, facebook. Ngoai ra con phai ké dén dir liéu sinh ra trong nghién ctru
khoa hocva cacloai dir heu lay tlr thiét bi cam bién 1ap dat khap noi trén thé gioi. Trong ngi
canh nay, tr khoa “big data” hay dit liéu Ién tré thanh tir khéa dwoc nhic dén nhiéu nhat trong
gioi cong nghé. Dt liu lon datra nhleu thach thirc cho viéc thiét ke lai hé thong lwu trir va xtr
ly, cling nhu mang lai nhiéu loi ich néu dwoc khai thac nhw mét ngudn tai nguyén trong ky
nguyeén so.

Dir liéu 16m dwoc dac ta bang 4V: Volume, Velocity, Variety va Value. Volume néi toi dung
lwong khong 16 ctia dit liéu 16m, velocity noi toi 1op dir liéu 1on doi hoi phai xwr Iy nhanh va lién
tuc. Variety tham chiéu téi sw da L dang cua cac loai dir liéu ciu tric va phi ciu trdc ton tai hién
nay. Valuela vé gia tri quy bau c6 thé cé dwoc khi khai thac ditliéu lén.

Mot van dé can phal thay dé6 la dién toan ddm may la nén tang co ban cho phep lwu trir va
khai thac dit liéul6n tré nén pho b1en Nhuw da phan t1ch voi ing dung dién toan dam may, cac
doanh nghiép td chirc c6 thé thué may chu hoac dich vu lwu trit phan tich ditliéu 16m véi chi
phi thap ma khong phai dau tw ha tang va con ngudi dé quan tri hé théng. Trong phan nay,
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chiing ta sé di vao tim hiéu x ly ditliéu 1én véi Hadoop MapReduce.

MapReduce la mot trong nhirng cong nghé tao kha ndng cta cudc cach mang dir liéu lom,
mot mo hinh lap trinh va cong cu duoc Google du'a ra gioi thiéu vao nam 2004. Mapreduce co
thé hiéu la mot phuwong thirc thuc thi dé giup cac trng dung c0 thé xr Iy nhanh mot lwgng dir
liéulon trén moi treong phan tan. Cac may tinh nay sé hoat dong song song nhung doc [ap véi
nhau, muc dich 1a 1am rat ngan thoi gian xtr 1y toan bd dit lidu.

Uu diém ctia MapReduce

- Xt ly tot bai toan vé lugng dir liéu lon c6 cac tac vy phan tich va tinh toan phirc tap ma
khong thé xtr ly t6t trén moi truedrng mot may tinh toan.

- Giai thudt MapReduce gom hai buwéc co ban, Map va Reduce don gidn nhung c6 thé dac ta
hau hét cac bai toan trén mo6i trudng phan tan.

— M6 hinh thyc hién MapReduce c6 kha nang chiu 16i cao. Khi <0 16i xay ra tai mot nut tinh
todn trong hé thong, tinh toan tai ntit d6 sé dwoc thuc hién lai ma khéng anh hwéng téi tinh
toan trén cac nut khac.

— Tinh toan MapReduce dwoc phan tan trén cac nut lwu trit. So véi cac mo hinh tinh toan
khac ma dir liéu dwoc sao chep dén cac nut tinh toan va thuc hién trén cac nut do, moé hinh tinh
toan MapReduce khac biét & chd ma | chwong trinh dugc sao chép téi cac nut luu triv dé thuc
thi. Pay la mot trong nhitng diém mau choét tién tién ctia MapReduce vi quan diém di chuyén
ma chwrong trinh tiét kiém va hiéu qua hon di chuyén dit liéu ma c6 thé Ién t&i hang TB.

- Nén tang tinh toan MapReduce dugc thiét ké dé thuc thi véi cac may chu pho thong,
khong can nang luc tinh toan va luu triv l6n nhw mé hinh tinh todn song song MPI. Piéu nay dat
dwoc nho vao thiét ké chiu 16i cao.

Nguyén tdc hoat déng ctia MapReduce

MapReduce hoat dong trén mot nguyén tac don gian. Cac phép toan ldy dau vao la mot tap
cac cap khoa/gia tri va dwa ra mot tap khda/gia tri dau ra. MapReduce biéu dién tinh toan chi
bang hai ham: Map va Reduce.

Ham Map, ldy dau vao la mot cdp khoa/gia tri va dua dau rala mot tap cic cdp khoa/gia tri
trung gian. Cac cdp khoa/gia tri trung gian nay sau do dwoc gop lai va cac cdp khoa/gia tri
trung gian co cung khoa sé duoc chuyén cho ham Reduce. Tir do ham Reduce tinh toan trén
c4c cap nay nham dwa ra cac gia tri tdng quan hon 1a két qua cudi cung.

Tinh todn MapReduce trong thuc tién

Voinguyén tac hoat dong cua MapReduce gi¢i thiéu bén trén, c6 nhiéu phuong phap hién
thwc h6a moé hinh t1nh toan MapReduce nhu phat trién nén tang trén cac may tinh chia se bo
nhé trong, trén cac may tinh da xtr ly NUMA, trén cluster tinh toan... Trong phan nay, ching ta
sé di vao tim hiéu tinh toan MapReduce trién khai trén cluster. Mot cluster gdbm hang tram téi
hang ngan may chid pho thong két n6i véi nhau qua mang LAN thong thuwong 100 Mbs hoac 1
Gbs. Phan cing luu trix trén cac may chu nay khong doi hoi hiéu nang cao, chila cac dia cing
thong thuong két néi qua chuan IDE. Pon vi cong viéc trong chwong trinh MapReduce goi la
goi cong viéc (job), moi job gdm nhiéu tac vu duoc diéu chuyén thong qua hé thong phan phdi
chung t&i cac may chu thudc cluster.

Tac vu Map duoc thyc hién phan tan trén cac nut g }%F rlnh phan tan dwoc thuc
hién tu dong thong qua viéc e HEN T F a6 EiEEe chl ¢ l"{educe cling dwoc phan tan
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thong qua viéc cac cap khoa 1/ gla tri trung gian duoc nhém lai thanh cac cdp c6 khéa giong
nhau. Ludng thuc thi mot géi cong viéc MapReduce bao gdom cac buéc sau (hinh 2.6):

— MapReduce cluster Ve co ban gdm mot nit Master va cadc nut Worker. Nat Master lam
nhiém vu quan ly va diéu tiét cac Worker.

- Thuw vién MapReduce phia ngwoi st dung giri md bién dich cua tac vu Map toi cac nit tinh
toan thuong 13 cac nut chira dirliéu cua tép tin dau vao. S6 lwong cac tac vu Map duoc chay
song song thwdong bang sé cac block ctia tép dau vao.

- Cac nat tinh toan la cac worker doc dit liéu tir tép tin dau vao, thuong la tir chinh block
duoc Ivu trit trén 6 dia cuc bd. Tac vu Map sinh ra tap cac cip khoa/gla tri trung gian luwu trén
b6 nhé trong.

- Theo dinh ky dwoc cau hinh, cac cdp khoa/gia tri trung gian nay dwoc ghi vao 0 dia clirng
cuc b, chia thanh R nhém (Rla s6 lwong cac nut chay tac vu Reduce). Vi tri ctia cac cap nay
duoc thong bao cho may chli Master dé Master 1am nhiém vu dua lai dia chi nay cho cac may
cht lam tac vu Reduce.

- Khi Worker thuc hién tac vu Reduce duogc thong bao vé vi tri cac cdp khéa/gia tri trung
gian, cac Worker nay s dung RPC dé doc dit liéu nay. Khi qua trinh doc két thic, Worker sap
x&p lai cac cap khéa/gia tri trung gian theo khéa.

— Worker thuc hién Reduce tinh toan tuin tw trén cac dit liéu duoc sap x€p. Dau ra cia tac
vu Reduce duwoc ghi vao tép tin dau ra.

— Khi tit ca cac tac vu Map va Reduce dwoc két thiic, Master thong bao lai két qua cho
chwong trinh ciia ngudi st dung.
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Hinh 2.6. M6 td qua trinh thwc thi goi cong viéc

2.5. CAU HOI VA BAI TAP

1. Néu cac dic diém cia hé thong lwu trir phin tan.
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Néu cac dac diém cda hé thong lwu trir HDFS.
Phan biét va so sanh co' s& dit liéu NOSQL va hé co s¢ dir liéu quan hé.
Tim hiéu vé kién tric Amazon S3 va so sanh v&i OpenStack swift.

So sanh kj thuit lwu trit trén dién toan ddm may véi ki thuét lwu trir truyén
théng.

Phan tich wu nhwoc diém ctia HDFS.
So sanh mo6 hinh thuc thi MapReduce va mo6 hinh thuc thi MPL
Phan tich nhwoc diém cia MapReduce.

Gidi thiéu cac xu thé tinh todn cai tién MapReduce.
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Chuong 3~
AN TOAN VA BAO MAT

Trong mot hé thong thong tin, an toan va bao mat (ATBM) la sw dam bao tinh bi mat, tinh
toan venva tinh s&n dung cua hé thong duoi nhitng de doa den tlr cAc sw cd phin cwng/ phan
mém hodc dén tir su tan cong c6 chu dich cta con nguoi. Voi cac hé théng dam may, noi dit
liéu va cac tién trinh xt ly thong tin cua ngudi dung duoc giao pho ‘cho sw quan ly cua cac nha
cung cap dich vy, thi van de dam bao tinh an toan va bao mat cang tro nén cap thiét. Chwong
nay sé trinh bay nhitng van dé dat ra vé ATBM va gioi thieu mot so giai phap dam bao tinh
ATBM cho cac hé thong dam may. Cac chu dé chinh clia chwong bao gdm: Cac van dé vé ATBM
trong dién toan dam may; Mot so phu'o'ng phap dam bao tinh ATBM cho cac dich vu ddm may;
Giai phap thiét ké kién tric hé thong ddm may nhdm dam bao ATBM.

3.1. CAC VAN DE VE AN TOAN VA BAO MAT
TRONG PIEN TOAN PAM MAY

bién toan ddm may dwoc xem nhuw g1a1 phap giup khach hang tiét kiém dwoc nhiéu chi phi
dau tu cling nhw cong strc quan ly va van hanh hé théng. Tuy vay, do tinh chat phan tan va truc
tuyén, tich hop nhiéu tang dich vu voi nhiéu cong nghé ddc thu, giai phap nay dong thoi cling
boc 16 nhidu nguy co méi vé ATBM. Nam 20009, t6 chitc khao sat va phan tich thi truong
International Data Corporation (IDC) ti&n hanh khao sat y kién cuia cac giam doc thong tin
(CIO) tr nhiéu cong ty hang dau vé nhirng tré ngai trong viéc chuyen doi sang mo hinh dich vu
dam may. Ket qua khao sat (minh hoa trong hinh 3.1) cho thay van dé ATBM dang 1a lo ling
hang diu cda cac to chirc thué dich vu ddm may.

Trong phan nay, ching toi trudc tién tom tat mot sO van dé lién quan toi ATBM trén cac
tang dich vu khac nhau cta dién toan dam may. Sau d6 gi¢i thiéu mot s6 16 héng ATBM va
nguy co vé ATBM trén cac hé théng ddm may.

Cdc vdn dé vé an toan va bao mdt trén cdc tang dich vu dam may

Nhu da dé cap dén trong chwong 1, m6 hinh dién toan ddm may cung cip ba tang dich vu
chinh: dich vu phdn mém (SaaS), dich vu nén tang (PaaS) va dich vu ha tang (IaaS).

Vi Saa$, ganh nang vé ATBM thudc vé phia nha cung cap dich vu. Cac dich vu phan mém
thuong dat trong tam vao viéc tich hop chtrc nang dong thoi toi thiéu héa kha nang can thiép
va mo rong cua nguoi su dung. Trong khi do, cac dich vu nén tang ho tro nh1eu hon kha nang
can thiép va m& rong. Va dudi cung, cac dlch vu ha tang ‘cho phép nguoi sir dung c6 kha ning
can thiép va dong thoi chiu trach nhiém 16n nhat vé ATBM.

8% Antoan va bao mit
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dién toan dam may
An toan va bdo mdt trong cdc dich vu phdn mém

SaaS cung cap cac dich vu phan mém theo nhu cau nhu thw dién tit, hdi thao truc tuyen
ERP, CRM,... Noi dung tiép theo sé& trinh bay mot s§ van dé vé an toan va bdo mat trong ting
dgch vu nay.

Vén dé 1. Bdo mdt irng dung

Nguoi str dung thuwong truy nhap cac ing dung dam may thong qua trinh duyét web. Sai sot
trong cac trang web c6 thé tao nén nhitng 16 hong cta dich vu SaaS. Tin tic tir d6 c6 thé gay
thwong ton téi cac may tinh clia ngudi stt dung dé thwe hién cac hanh vi 4c y hodc &n trom cac
thong tin nhay cam. ATBM trong dich vu SaaS khong khac véi trong cac trng dung web thong
thwong. C6 thé tham khdo thém vé nhitng van dé ATBM ttng dung web thong qua bai viét “The
most critical web application security risks” do OWASP (Open Web Application Security
Project) xuat ban.

Vdn dé 2. Nhiéu ngwoi thué dong thoi (multi-tenancy)
Cac dich vu SaaS c6 thé dwoc xay dung theo ba mo6 hinh:

- Mo hinh kha mo (scalability model): Moi nguoi st dung dwoc cap mot thé hién da chuyén
biét hda ctia phan mém. Mdc du ¢ nhiéu nhuwoc diém, nhung mé hinh nay lai khéng tao nén
nhitng van dé lén vé an toan va bao mat.

— M6 hinh cau hinh qua siéu dir liéu (configurability via metadata): Moi nguoi cling co mot
thé hién riéng cua phan mém, tuy nhién cac thé hién nay dung chung mdt ma nguon, sw khac
biét chi la cdu hinh ctia phan mém théng qua cac siéu dit lidu.

— M6 hinh nhleu nguoi thué dong thoi: Trong mo6 hinh nay, mot the hién duy nhat cua ng
dung duwoc chia sé cho nhiéu nguoi thué. Khi d6 tai nguyén sé duoc str dung hiéu qua (mac du
tinh kha m¢ s€ gidm di). Trong m6 hinh nay, do dit liéu cua cac nguoi dung dwoc lwu trit trén
cung mot co s& dir liéu nén nguy co vé ro ri dir liéu co thé xay ra.

Védn dé 3. Bdo mdt dir liéu

Trong SaaS, dit liéu thuong dwoe xu ly dudi dang ban ré va dwoc luu trir trén dam may. Nha
cung cap dich vu Saa$ sé& phai chlu trach nhiém vé bao mat dir liéu trong khi chiung dwoc xtr ly
va luu tri. Viéc sao lvu dit liéu rat phé bién trong cac hé thong dam may ciing tao nén nhitng
van dé phat sinh cho bao mat dit liéu, nhat 1a khi nha cung cap dich vu ky hop dong sao lwu lai
véi mot doi tac thit ba khong dang tin cay.

Vén dé 4. Truy cdp dich vu

Viéc cac dich vu Saa$ ho tro kha nang truy cap thong qua trinh duyét mang lai nhiéu thuin
loi, vi du nhu chiing c6 thé dé dang dugc truy cap tw cac thiét bi két néi mang khac PC nhu dién
thoa1 hay may tinh bang. Tuy nhién, diéu nay lai tao nén nhitng nguy co maoi vé ATBM nhu cac
phan mém an trom dit liéu trén di dong, mang Wifi khong an toan, kho timg dung khong an
toan,..

An toan va bdo mdt trong cdc dich vu nén tdng
Paa$S ho tro viéc xay dung cac rng dung ddm may ﬁ&% E can quan tim t&i van dé thiét

lap va duy tri ha tang phan éergsehey méictretrnepha @Y ATBM trong PaaS lién
quan t&i hai khia canh: bdo mabtrengmdiitaieladichvuBaasvabio mat trong phan mém cla
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khach hang trién khai trén nen dich vu PaaS. Noi dung ti€p theo gi¢i thiéu mot s6 van dé vé
ATBM trong tang dich vu nén tang.

Vdn dé 5. An toan va bdo mdt cua bén thir ba

Dich vu PaaS thwong khong chi cung cip moi triweong phat trién rng dung cia nha cung cip
dich vu ma déi khi cho phép st dung nhitrng dich vu mang cua bén th ba. Nhitng dich vy nay
thudng duwoc dong goi duoi dang thanh phan tron (mashup) Chinh vi vay, ATBM trong cac
dich vu PaaS$ ciing phu thudc vao ATBM cta chinh cac mashup nay.

Vdn dé 6. Vong doi ctia trng dung

Glong nhu cac loai hinh ing dung khac, cac ing dung trén dich vu dam may ciing c6 thé lién
tuc nang cap. Viéc nang cap ng dung doi hoi nha cung cap dich vu Paa$ phai ho tro tét cho
nhlrng thay déi cla tng dung. Pong thoi, nguoi phat ; trién cling can phailuuy rang su thay doi
cla cac thanh phan &rng dung trong qua trinh nang cap doi khi gay ra cac van dé vé ATBM.

An toan va bdo mdt trong cdc dich vu ha tdng

laaS cung cap mot vung chira tai nguyén nhu may chi, mang, kho lwu tri bao gom ca cac tai
nguyén duoc do hoa. Khach hang c6 toan quyen ki€ém soat va quan ly cic tai nguyén ho thué
duoc. Cac nha cung cap dich vu [aa$S phai bao vé hé thong khoi nhirmg anh hwéng lién quan téi
van de ATBM phat sinh tir cac tai nguyén cho thué ctia khach hang. Noi dung tiép theo liét ké
mot sO vin dé vé ATBM trong tang dich vu IaaS.

Vdn dé 7. Ao héa

Cong nghé ao hoa cho phép nguoi st dung dé dang tao 1ap, sao chep, chia sé, di tra va phuc
héi cdc may ao trén dé thyec thi cac ing dung. Cong nghe nay tao nén mot tang phan mém maoi
trong kién tric phan mém ctia hé thong. Chinh vi vay né cling mang dén nhitng nguy co méi vé
ATBM.

Vdn dé 8. Gidm sdt mdy do

Thanh phan giam sat may ao (virtual machine monitor - VMM) hay con goi la supervisor
c6 trach nhiém giam sat va quan ly cac may ao dworc tao trén may vat ly. Chinh vi vay, néu
VMM bi ton thu'o'ng, cac may ao do n6 quan ly ciing c6 thé bi ton thuong Di tri may ao tr mot
VMM nay sang mot VMM khac cling tao nén nhirng nguy co méi vé ATBM.

Vén dé 9. Tai nguyén chia sé

Cac may do trén cung mot hé thong chia sé mét so tai nguyén chung nhw CPU, RAM, th1et bi
vao ra,... Viéc chia sé nay c6 the 1am gidm tinh ATBM ctia moi may do. Vi du, mdt may o co the
danh cap thong tin cua may ao khac thong qua bo nh¢ chia sé. Hon nita néu khai thac mot so
kénh giao tiép ngam giita cAc may 4o, cAc may 4o c6 thé bé qua moi quy tic bao mat ctia VMM.

Védn dé 10. Kho dnh mdy do cbéng cdng

Trong moi trwong laaS, anh may do la mot mau san c6 dé tao nén cac may do. Mot hé théng.
dam may c6 thé cung cadp mot s anh may do trong mot kho cong cong dé nguoi dung c6 thé dé
dang tao nén may ao theo nhu cau ciia minh. boi khi hé thong dam may c6 thé cho phép nguoi
st dung tw tai anh may ao cua minh lén kho cong cong nay. biéu nay tao nén mot nguy co veé
bao mat khi tin tic tai 1én nhirng anh may ao c6 chira ma doc va nguoi str dung c6 thé dung
nhiing anh nay dé tao may do cua ho. Hon nita, qua viéc tai anh may ao 1én kho cong cong,
ngudi ding ciing cd nguy co mat di nhitng dit liéu nhay cdm ctia minh trong dnh may ao da tai.
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Anh may 4o cling tao ra nguy co vé bao mat khi ching khong dugc va 16i gidng nhw cac hé
thdng dang van hanh.

Vdn dé 11. Phuc héi mdy do

Nguoi st dung co thé phuc h6i may do vé mot trang thai da dugc lwu triv trueée dé. Tuy
nhién, nguy co vé ATBM lai phat sinh khi nhitng 16i dwoc va méi khong 4p dung cho trang thai
may ao cl.

Vdn dé 12. Mang do

Mang do c6 thé dwoc chia sé b&i nhiéu nguoi thué trong mot vung chira tai nguyén. Khi do,
cacvan dé ATBM c6 thé phat sinh gitra cac nguoi thué chia sé chung mang 4o nay nhw viéc mot
may a0 c6 thé nghe trom cac ban tin giri cho may do khac trén cung mang.

Mot s6'16 héng vé an toan va bdo mdt trong cdc hé thong dam mady

bé giai quyet nhitng van dé vé ATBM da dat ra nhw trong phan truére, cong viéc dau tién ctia
cac nha cung cap dich vu dam may 1a phai xac dinh dwoc nhirng 16 hong c6 thé ton tai vé ATBM
trong hé thong cua minh. Bang 3.1 t6ng két mot s6 16 hong dién hinh vé ATBM trong cac hé
théng dam may.

Bang 3.1. Cac16 hong an toan bao mat trong hé thdng dam may

STT Lo hong Mo ti

Phin lén cdc nha cung cip dich vu ddm mdy cung cap
dich vu thong qua cac giao dién HTTP, SOAP, hoic

Giao dién ngudi sir REST. Nhimg vin dé bao mit gin vdi cic giao dién
1 dung va APl duoc niy bao gom:
cung cap khong an — Chimg nhén sir dung hop 1& yéu;

todn : . : ¥
— Viéc kiém tra xdc quyén khong du;

— Thiéu kiém tra tinh hop 1& cua dir liéu.

.. . L — Hé thong c6 thé gip phai tinh hudng danh sin qui
Tai nguyén phin bo

khéng gidi han

bd

nhiéu tai nguyén néu nhu viéc dinh gia ve tai
nguyén sir dung khdng chinh xac.

— Kha niing phén tich yéu cho nhimg dif liéu ¢6 ngudn
goc khic nhau (ching han cua céc doi twong canh
tranh, hojc cua tin tic) dan dén ching dé bi danh
cip.

— Dir liéu khéng dugc xoa hoan toan.

Cac 16 hong lié . ; i .

,E?c ? ,?ng S e B Dir liéu duge sao luu boi mat bén thir ba khéng tin

ton dir lidu i
ciy.

— Nguoi sir dung thuomg khéng biét vi tri lwu triv dix
ligu.

— Dir ligu thuomg duge hru trir, luu chuyén va xir ly
dudi dang ban ri.
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— Tén tai nhimg kénh giao tiép khéng tuomg minh.

— Cip phat va giai phéng tai nguyén khéng han ché
trong may ao.

— Di tri khéng duoc kiém sodt.

- Lo hong trong may do | _ Khéng kiém sodt cic snapshot cé thé din dén ro ri
dit liéu.

— Céc mdy do co IP c6 thé quan sit dugc bén trong
dam may, do viy tin tic co thé dinh vi duoc mot
mdy 40 cdn tin cong.

— Anh may ao dwoc dat trén kho luu triv cong cdng mit

L4 hong trong anh céch khong kiém sodt.
5 s .
may ao — Anh may ao khong thé va loi vi chung khong hoat
ddng.
: L6 hong trong — Kha ning ciu hinh linh déng cua hypervisor cé thé
i : . & z : g
hypervisor khién ching bi khai thac.
L6 hong trong man s e e :
T : i £ mang — Lo hong khi chia sé cdac cau noi ao gifta cac may do.
ao

Nhirng nguy co’ vé an toan va bdo mdt trong cdc hé théng dam mady

Thang 11 nam 2008, lién minh an toan bao mat trong dién toan dam may (Cloud Security
Alliance - CSA) dwoc thanh 14p duéi hinh thirc mdt t6 chire phi loi nhuan. Nhlem vu chinh cua
CSAla xac dinh cac Van dé lién quan toi ATBM dam may, sau do cung cap nhlrng k1nh nghiém
va giai phap ho tro giai quyet cac van dé dé. Té chirc ‘nay da nhan duoc sy ung ho cua trén mot
tradm hai mwoi nha cung cap dich vu ddm may, bao gdbm nhitng nha cung cip hang dau nhw
Google, Amazon hay Saleforce.

Nam 2013, trong tai liéu “The Notorious Nine: Cloud Computing Top Threats in 2013", CSA
cdng b6 9 nguy co 16n nhat vé ATBM trong cac hé thng dam may. Cac nguy co nay bao gom:

— Ro ri di¥ liéu. RO i dit liéu la viéc dit liéu cia ngudi dung hodc to chirc thué dich vu dam
may bj that thoat vao tay nhu'ng doi tuong khong mong doi. Pay c6 1& 1a mot trong nhu'ng de
doa nghiém trong nhat doi cac to chirc st dung dich vu. Trong mot hé théng dam may, viéc
tich hop nhirng cong nghé maéi tao nén nhirng nguy co mai ve that thoat ditr liéu. Vi du, vao
thang 11 nam 2012, cac nghién ctru vién ¢ trwong Pai hoc North Carolina, trwong Dal hoc
Wisconsin va t8 chic RSA da cbng b6 mot cong trlnh trong d6 mo ta phwong thirc stt dung
mot may do dé trich xuit cac khda riéng tw tir may ao khac trén cing mot may vat ly.

- Mdt mdt div liéu. MAt mat dir liéu 1a viéc dir liéu cia nguoi dung hodc td chirc thué dich vu
bi pha huy hodc khong thé truy nhap duoc. P6i véi khach L hang, mat mat dir liéu 1a mot dleu toi
té, no khong nhwng khién khach hang mat di thong tin ma déi khi khién cac hoat dong cua
khach hang trén hé thong dich vy bi gian doan hoac tham chi sup do. Nguyén nhan cho viéc
mAat mat dit liéu cé thé dén tir nhitng tan cong clia tin tdc; tir truc trac cua hé thong phan
mem/phan ctrng; hodc do cac tham hoa nhw chay no, dong dat Po6i khi mat mat dit liéu con do
phia nguoi dung, vi du nhuw khi ngwdi dung giri bAn ma hoéa ctia dit liéu 1én ddm may nhung lai
quén mat khda dé gidi ma chung.

— Bi ddnh cap tai khodn hodc that thoat dich vu. Hién twong nguoi st dung bi danh cap tai
khodn hoic that thoat dich vu co th en}y khra,) n ién tron cac loai hinh dich vu tryc tuyén.
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Nhleu nguoi stt dung bi danh cap tai khoan do “dinh bay” phishing hodc do cac 16 hong phan
mém trong hé thong bi tin tac khai thac. Moéi trwong dién toan dam may dang la mién dat moi
cho cac ky thuat tdn cong dang nay. Khi quyen truy nhap cta mot hé thong dich vu dam may
roi vao tay tin tac, chung co thé can thiép vao cac hoat dong cua hé thong thay ddi cac giao
dich cua hé théng, dan hwong khach hang cua hé thong toi nhirng lién két cua chung, bién tai
nguyén ctia kKhach hang trén ddm may thanh mot can cit tdn c6ng maéi cia ching,...

Mot vi du dién hinh la s kién dich vu ddm may ctia Amazon gap 16i XSS (Cross-site
Scrlptlng) vao thang 4 nam 2010. Loi nay khién khach hang mat di quyen truy nhap vao hé
théng va tai nguyén ctia khach hang trén hé thong tré thanh cac botnet cia mang lwdi tin cong
Zeus.

- Giao dién va APl khéng an toan. Cac nha cung cdp dich vu ddam may thuong cung cap cho
khach hang mot tap giao dién phan mém (API) nham gitip khach hang c6 thé quan ly va twong
tac voi dich vu mot cach tw dong. Cac API duoc to chirc thanh nhiéu nh6m theo ting tang dich
vu. API thudc cac tang khac nhau phu thudc vao nhau giong nhw sw phu thudc gitra cac tang
dich vu. Khi 16 hong bdo mét trong cac API bi tin tic khai thac, tinh ATBM ctia hé théng sé bi
xam pham Lo hong trong cac APl tang thap s& anh hwéng dén cac APl thuoc tang cao hon. Do
vay, van dé ATBM ctia hé thong ddm may gan b6 mat thiét tdi viéc bao mat cho cac API nay.

Bén canh do, cac to chirc st dung dich vu ddm may d6i khi tw xay dung nhing tang dich vu
ma&i cho khach hang cua ho dwa trén cac API ctia nha cung cap dich vu dam may. Piéu nay cang
lam tidng thém nhirng rii ro vé ATBM tir hé théng API cia ddm may.

— Ttr chéi dich vy. Tén cong tir chéi dich vu la cach thirc han ché kha nang truy nhap vao dir
liéu va rng dung cua nguoi s dung dich vu. Phu'o'ng thirc thtro'ng dung trong viéc tan cong tu
chéidich vula viéc tao ra mot so Iwrong yéu cau lén bat thwong téi cac dich vu bi tan cong
khién cho tai nguyéen hé théng (RAM, CPU, HDD, bing thong,...) can kiét. Khi d6 hé thong tré
nén cham chap, dap ing kém hodac khong dap trng dwoc cac yéu cau tir khach hang khién cho
ho bat binh va quay lung lai véi dich vu.

= Nguy co tir bén trong. Nguy co tir bén trong am chi nhing nguy co dén tr cac cd nhan c6 ac
y] nam trong té chirc cung cap dich vy, vi du nhu mot quan tri vién cta hé théng ddm may. Khi
cac doi twong nay cé quyén truy nhap vao mang, dir liéu, cac may chu cua hé thong ddm may,
cac dit liéu guan trong cua khach hang c6 thé bi danh cdp; ing dung cua khach hang cé thé bj
stra d6i khién chiing van hanh theo chiéu hwéng gay thiét hai téi khach hang.

- Sw lam dung dich vu dam mdy. Mot trong nhitng loi ich ma dién toan dam may mang lai la
né6 cho phép mot té chwc nho ciing c6 'kha nang st dung mot ha tang 16m. Mot to chirc nho c6
thé gap kho khan khi xdy dung va duy tri hang chuc ngan may chu. Tuy nhién, véi mé hinh dién
toan dam may, ho lai c6 thé thué duoc ching trong mot khoang thoi gian nhAt dinh. Voi
nguyén tac nhw ' vay, mot tin tdc co thé thué mot he thong hang chuc ngan may chi ciia dich vu
ha tdng dam may dé nham muc dich xau nhw gidi ma dit liéu, tdn c6ng DDoS, hay phat tan cac
thong tin hodc phan mém doc hai.

- Khdo sat khong ddy di. Nhiéu doanh nghiép lya chon viéc chuyen doi sang st dung cac
dich vu dam may do nhirng htra hen Ve viéc giam chi ph1 dau tu, ting hiéu qua van hanh,... Tuy
nhién, doanh nghiép sé chiu nhiéu rui ro tiém tang néu ho thiéu su hiéu biét vé moi treong
cong nghé mai nay. Vi du khi mot doanh nghiép chuyén doi mot hé thong rng dung dang van
hanh trén mét mang cuc b6 1én dam may. Néu hé thong rng dung nay ap dung mot so gia dinh
veé chinh sach ATBM cho mang cuc b thi khi chuyén doi tng dung lén moi trwong dién toan
dam may, cac chinh sach nay sé khong con hiéu Iuc nita va khi d6 g dung sé ndm dwéi nguy
co mit an toan.
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vu mot cach linh hoat thong qua viéc chia sé ha tang, nén tang va trng dung. Tuy nhién, trong
hé thong thuong c6 mot s6 thanh phan (chu yeu tirha tang nhw bd dém cache cua CPU, b xtr
Iy @6 hoa GPU,.. ) khong dwogc thiét ké cho viéc chia sé nay. Cac dic diém nay khi bi tin tic khai
thac c6 thé tao nén nhu‘ng 16 h&ng bdo mat méi.

C6 thé noi, da phan nhitng nguy co ké trén dén tir nhirng c6ng nghé ciu thanh nén hé théng
dam may nhw dich vu web, trinh duyét web, do hoa,...

3.2. MOT SO PHUONG PHAP PAM BAO AN TOAN
CHO DICH VU PAM MAY

P& dam bao an toan va bao mat cho hé thong dam may, cac nha quan ly dich vu ddm may
can nhirng chién lwgc va quy trlnh hoan chinh thay vl ap dung nhirmng ky thuat tng pho donle,
roi rac. Néu chiing ta xem xét cic sw c6 an toan va bao mat la mot dang rui ro véi hé thong th1

viéc dam bao an toan va bao mat cho hé thdng c6 thé duoc thuc hién theo mdt quy trinh quan
ly rai ro nhw trong hinh 3.2.

Giai doan Hoat dong

Phéan loai tai nguyén thdng tin
Chon co ché kiém soit an toan

Lap ke hoach .20 mat
Mgén chan Panh gia riiro
R 1] tri 5 = £ _F =
Phat hién o1 Trien khai Cai dat co’ che kiem soat
Tra loi . .
p 2| Banh gia
Banh gia

Xem xét dinh ky

Hinh 3.2. Quy trinh quadn ly rii ro vé an toan va bdao mdt
Cac buwdc thuc hién chinh trong quy trinh bao gom:

Bwée 1. Lap ké hoach: Muc tiéu ctia buéc nay la nhan dinh nhirng nguy co vé an toan va bao
mat; xac dinh cac co ché kiém sodt an toan va bdo mat (securlty controls) hiéu qua nham giai

quyet cac nguy co; lén ké hoach cho viéc thwc hién cac co ché kiém soat an toan va bao mat
nay.

Bwdc 2. Trién khai: Bao gom viéc cai dat va cau hinh cho cdc co ché€ kiém soat an toan va
bao mat.

Budc 3. Banh gia: Danh gia tinh hiéu qua cua cua cac co ché kiém soat va dinh ky xem xét
tinh day da cda co ché kiém soat.

Buwdéc 4. Duy tri: Khi hé thong va cac co ché kiém soat da vian hanh, can thuwong xuyén cap
nhat nhirng thong tin mdi vé cac nguy co ATBM.

Co ché kiém soat an toan va bao mit (security controls) duworc hiéu nhw mét ki thudt, mot
hwéng dan hay mot trinh tu duoc dinh nghia twong minh giap ich cho viéc phat hién, ngan
chan, hodc giai quyét cac sw co vé an toan bdo mit.

Nam 2013, lién minh an toan va bao mat trong dién toan dam mdy (CSA)_ xudt ban tai liéu
CSA Cloud Control Matrix phién ban 3.0 (Vlet titla CSA CCM v3. 0). Tai liéu nay dé xuat mot tap
hop bao gom hon mot tram haj muoi €9, ;:hrenklg gat.an toan va bao mat nham tro givp cac
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nha cung cip dich vu ddm may dé dang (g pho v&i cac nguy co vé ATBM.

Trong khuon kho cudn sach nay, ching toi khong co y dinh gio1i thiéu lai tat ca cac co ché
ki€ém soat do. Thay vi vay, cubn sach gioi thiéu mot s& bién phap ddm bao ATBM dwoc ap dung
pho bién trong cic hé thong ddm may.

Bdo mdat trung tam dir liéu

Bdo mdt mirc vt ly: Cac cong ty nhu Google, Microsoft, Yahoo, Amazon va mot s6 nha khai
thac trung tam ditliéu da c6 nhiéu nam kinh nghiém trong viéc thiét ké, xay dung va van hanh
cac trung tam dir liéu ‘quy md 1om. Nhitng kinh nghiém nay da duorc 4 ap dung cho chinh nén tang
co s& ha ting dién toan dam may cua ho. Ky thuat tién tién trong viéc bao mat mirc vatly la
dat cac trung tam di liéu tai cac co s¢ kho nhan b1et voinhitng khoang san rong va vanh dai
kiém soat dwoc dat theo tiéu chudn quan sy cung voi cac bién gidi tw nhién khac. Cac toa nha
ndy nadm trong khu dan cw khong dat bién bao hoac danh d4u, gitp cho chung cang tro nén kho
nhan biét. Truy cap vatly duoc cac nhan vién bao vé chuyén nghlep ki€ém soat chat ché ¢ ca
vanh dai kiém soat va tai cac 16i vao véi cac phwong tién gidam sat nhuw camera, cac hé théng
phat hién xAm nhip va cac thiét bi dién tr khac.

Nhiing nhan vién duoc cap phép phai st dung phwong phap xac thuc hai bu¢c khong it hon
ba lAn m&i c6 thé truy cap vao tang trung tam dit liéu. Thong thuong, tat cd khach tham quan
hay cac nha thau phai xuat trinh cdn cwéc va phai diang ky. Sau d6 ho tiép tuc duoc hd téng béi
ddi ngii nhan vién dwoc cap phép.

Cac congty cung cap dich vu dam may doi khi th1et 1ap trung tam dit liéu véi mire do tién
tién vurot xa so véi cac trung tam dir liéu clia cac cong ty dich vy tai chinh. May chu cua cac
trung tam di liéu nay duoc dat vao ham trt 4n kién c6 khong dé dang vuot ‘qua nhu chung ta
van thiy trong cac bo ph1m gian diép. Trong trung tam dir liéu Fort Knox cua Salesforce.com,
cac nhanvién an ninh 4 ap dung phwong phap tudn tra vong tron, st dung may quét sinh trac
hoc nam cap do, , hay thiét ké long biy c6 thé roi xudng khi chung thyc khong thanh céng. Hinh
3.3 minh hoa mot s6 bién phap bao mat vatly.

BINRRNARRTE
ok B ER

Hinh 3.3. Bdo mdt mirc vdt ly

DE tranh cac cudc tin cong ndi bd, hé thong ghi nhit ky va kiém tra phan tich cho cac két
noi cuc bd dwoc kich ‘hoat thlrcmg xuyén. AICPA (American Institute of Certified Public
Accountants) cung cap nhitng tiéu chuan ki thuat lién quan t&i bao mat ké trén trong chirng
nhan SAS 70.

Chu irng nhdn SAS 70: Phan 16n cac ddm may cong cong déu can chirng nhan L nay. Chirng
nhan nay khong phai 1a mot danh muc dé kiém tra tai mot thoi diém. N6 yéu cau cac tiéu
chuan phai duoc duy tri trong it nhat 6 thang ké tir khi bat dau dang ky. Thong thuwong chi phi
dé dat duoc chimg nhan nay rat 1é6n ma chi cac nha cung cip hang dau mé&i dat duorc.

Cdc bién phdp kiém sodt truy nhdp
Ti€p theo van dé bao mat' e vae WId cACRS Thugimm&ng déi twong cé thé truy
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nhdp vao dam may. Di nhién dleu nay la cuc ky can thiét, béi vi thleu no, tin tac cé thé truy
nhap vao cac may chu cia ngwoi s dung, danh cap thong tin hodc str dung ching cho cdc muc
dich xau. Ching ta hay lay vi du vé cach thirc kiém soat truy nhap cua Amazon Web Services
(cling twong tw nhw véi mot sO dam mdy khac). Cach thirc kiém soat nay dwoc thirc hién qua
nhiéu buéc, thudng bit dau véi thong tin thé tin dung ctia khach hang.

Xdc nhdn bdang héa don thanh toan: Nhleu dich yu thwong mai dién tir st dung hoa don
thanh toan cho muc dich xac thyc voi nguoi dung. ' mdi treong truc tuyen h6a don thanh
toan thuong gan lién v&i the tin dung cua khach hang. Tuy nhién thé tin dung thi thuong
khong c6 nhiéu thong tin gin v&i khach hang nén mot s bién phap khac c6 thé dwoc 4p dung.

Kiém tra dinh danh qua dién thoai: Mixc do t1ep theo cta ky thuat ki€ém soat truy cap la phai
xac dinh ding déi twong truy cap. P& tranh rui ro trong viéc xac nhan, mot hinh thirc xac nhan
qua cac kénh lién lac khac nhw dién thoai la can thiét. Thong thuong nha cung cip sé lién hé
véi khach hang va yéu cau khach hang tra 1o s6 PIN dwoc hién thi trén trinh duyét.

Gidy phép truy nhdp: Hinh thirc gidy phép truy nhap don gian nhit chinh 1a mit khiu.
Khach hang c6 thé lwa chon cho minh mét mat khau manh hodc co thé Iya chon nhitng gidy
phép truy nhap nhiéu bwéc nhw RSA SecurlID. Nguoi st dung can dung gidy phép truy nhap khi
ho mu6n st dung dich vu truc tiép. Trong treong hop nguwoi st dung dich vu qua API, ho cin
phai c6 khéa truy nhap.

Khéa truy nhdp: Dé goi bat ky APInao ctia hé thong dam may, nguoi st dung phai c6 mot
khoa truy nhap. Khéa nay dwgc cung cap cho nguoi st dung trong qua trinh thiét 1ap tai khoan.
Ngudi stt dung can bao vé khéa truy nhap nay dé tranh swro ri dich vu.

‘Gidy phép X.509: Glay phép X.509 dya trén y tuong: vé ha tang khoa cong Khai (PKI). Mot
gidy phép X.509 bao gom mot glay phep (chira khoa cong khai va noi dung cap phép) va mot
khoa bi mat. Gidy phép dtro'c st dung moi khi tiéu thu dich vu, trong do khoa bi mat dwoc st
dung dé sinh ra chitky s& cho moi yéu cau dich vu. Di nhién, khoa bi mat can phai dwoc gitr kin
va khong duoc phep chia se Tuy nhién, do glay phép X.509 thuong duoc cac nha cung cap sinh
ra va chuyén cho ngudi str dung nén khong thé ddm bao 100% rang khéa bi mat khong bi ro ri.

Dé str dung gidy phép X.509, khi yéu cau dich vu, nguoi str dung sinh chir ky s6 bang khda bi
mat cua minh, sau d6 gan chir ky s0, gidy phep vo1 yéu cau dich vu. Khi hé thong nhan duoc
yéu cau no sé st dung khoa cong khai trong gidy phép deé giai ma chit ky so va chitng thuc
nguwoi dung. Hé thong cling st dung gidy phép dé khang dinh cic yéu ciu datrala hop lé.

Cdp khoa: Cap khoa la yeu to quan trong nhit trong viéc truy nhip vao cac thé hién cta
AWS. Mdi dich vu cAn mot cap khoa riéng biét. Cap khoa cho phép hé théng dam bao ngudi
dung hop 16. Mic du khong thé thay thé cap khéa, tuy nhién ngudi st dung cé thé diang ky
nhiéu cap khéa.

AWS tao cdp khéa bang AWS Management Console néu nguoi st dung khong tu tao ra cho
minh. Khéa bi mat sé& dwoc gitri dén nguoi sir dung va sau d6 hé thdng sé khong lwu trit lai
chung.

Bdo mat dir liéu va mang

Bdo mdt hé diéu hanh: Bdo mat mirc hé thong c6 nhiéu cap dd: bao mat cho hé diéu hanh
clia may ch vat ly; bao mat cho hé didu hanh cia cac may do chay trén né; twdng liva va bao
mat cho cac APL

DPé bao mit cho may chu vatly, Amazon yéu cau nguoi quan tri sir dung khéa SSH dé truy

nhap vao cac may bastion. Bastion 1a cAc ma y duoc thidt ké dic biét va khong cho phép nguoi
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str dung truy nhap toi chung. Sau khi da truy nhip dwoc vao bastion, nguoi quan tri co thé
thuc hién mot s6 1énh v&i mikc wu tién cao 1én cac may chu vatly. Khi ngudi quan tri da hoan
tat cong viéc, quyén truy nhip cua ho vao cdc may bastion sé bi rut.

Bdo mdt mang: Cac ddm may cong cong thuong cung cap mot hé thong tuong llra dé€ ngdn
chan cac truy nhap trai phép. Hé thong twong lra noi bo duoc str dung dé kiém soat sw trao doi
noi tai bén trong dam may. Thong thuong nguoi su dung can dinh nghia twong minh cac cong
can m¢ cho cac giao dich noi bo nay. Viéc kiem soat va thay doi cac luat twong ltra do mdi may
4o tw dam nhan, tuy nhién hé thong dam may sé yéu cau gidy phép X. 509 khi nguoi strdung
thuc hién cac thay doi nay trén may ao. Trong mo hinh cung cap dich vu cua Amazon EC2,
quan tri vién ctia hé thong dam may va quan tri vién cua cac may ao la hai déi tuong khac
nhau. AWS khuyén khich ngudi stt dung tu dinh nghia thém cac luat twdng Itra cho cac may do
ciia minh.

Thong thuong, twong Itra cho m01 may ao mdc dinh sé tir ch01 moi két n01 toi cac cong,
nguoi str dung sé phal can nhac cdn than cho viéc mé cong nao phu hop vé&i ng dung cua
minh. CAc ddm may cong cong thwdong 1a dich ngdm ctia cac tdn cong trén mang internet nhw
DDoS.

Bdo mdt cho méi truong cong sinh: Trong hé théng dam may Amazon ECZ mot may ao
khong thé chay dudi che do hon tap (promlscuous mode) dé co thé “ ngui” goi tin tir cac may
ao khac. Ke ca khi nguoi s dungcoy thiét lap ché& do hon tap nay cho may ao thi cac goi tin toi
cac may ao khac cling khong thé giri dén may do do duoc. Chinh vi vay, cac phwong phap tan
cong theo kiéu ARP cache poisoning khong c6 hiéu lyc trong Amazon EC2. Tuy nhién, mot
khuyén cao chung cho khach hangla ho nén ma héa nhitng giao dich qua mang quan trong cho
du chiing da dwoc bao vé can than béi EC2.

Cac nha cung cap dich vu ddm may ciling thuong cung cap khong gian lvu trit trén mot kho
dir liéu dung chung. Cac doi tuong duogc luu trir thwong duoc kem theo ma bam MD5 dé xac
nhan tinh toan ven. Khéng gian luu trit cho ting nguoi sw dung cling dwoc do hoa thanh cac
dia 4o va ching thuong duwoc x6a moi khi khoi tao. Chinh vi vay, van dé ro ri dit liéu do st
dung chung khong gian luu trit vat Iy khong qua lo ngai. Tuy vay, cac nha cung cap dich vy dam
mady thuong khuyén cdo nguoi str dung hé théng tép duoc ma hda trén cac thiét bi lwu trit do
nay.

Bdo mdt cho cdc hé thong giam sdt: Cac hé théng giam sat thuong dwoc st dung dé bat/tat
cac may ao, thay doi tham s6 vé twong Ita,... Moi hanh dong nay déu yéu cau giay phep X.509.
Hon nira, khi cac hanh vi nay duoc thirc h1en qua cac APJ, co thé bo sung thém mot tang bao
mat nira bang cach ma hoa cac goi tin, vi du st dung SSL. Khuyen cao cua cac nha cung cap
dich vu la nén ludn ludn st dung kénh SSL cho viéc thuce thi cac API ciia nha cung cap dich vu.

Bdo mdt lwu trit dit liéu: Cac dich vu lwu trit ddm may thuong kiém soat quyén truy nhap dir
lieu thong qua mot danh sach kiém soat truy nhap (ACL - access control list). V&i ACL, nguoi
st dung c6 toan quyén kiém soat t&i nhirng doi twong dwoc phép st dung dich vu cta ho

Mot lo 1dng khéc cho Van dé bao mat dirliéu 1a chung c6 thé bi danh cap trong qua trinh
truyen thong gitra may cua nguoi s dung dich vu va dam may. Khi dé cac API dwoc bao vé béi
SSL sé la gidi phap can thlet Khuyén cao chung voi nguoi dung la trong moi trwong hop, nén
ma héa dir liéu trwede khi giri dén lwu tri trén dam may.

3.3.THET KE KIEN TRUC HE THONG PAM MAY
NHAM PAM BAQ.AN.TOAN R QMIAT

Thiét ké kién truc 1a budc quantrongtrong guyntrndxayAungmot hé théng phirc tap. Muc
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tiéu chinh caa buwéc nay la xac dinh dwoc mot (hoac nhiéu) ciu tric tong thé cda hé thong vai
nhitng thanh phan va méi quan hé giita chiing.

Trong phan nay, chung ta tap trung quan tam toi ciu tric vatly (trung tam dir liéu, mang
két noi,. .) va ciu tric thanh phan phan mém (cac phan hé) cia hé thong dam may trong muc
tiéu dap tng tinh an toan va bao mat. Pau tién, chung ta s€ nhan dlnh mot sO yéu cau kién tric
lién quan té¢1 an toan va bao mat. Sau do gioi thleu mot so mau kién tric dlen hinh cho an toan
va bao mat ddm may. Phan cudi cling gi¢i thiéu mot sé vi du vé kién triic cac hé théng dam
may.

Nhirng yéu cdu an toan va bdo mdt cho kién triic dam may

Mot trong nhitng muc tiéu cho viéc thiét ké kién tric 1a viéc dam bdo sy dap ing cua hé
thong voi nhirng yéu cau datra, trong d6 bao ham ca cac yéu cau vé an toan va bao mat. Cac
yéu cau nay thuong xuat phat tir mot s yéu to can can nhac nhw chi phi, d6 tin cay, hiéu ning,
cac rang budc phaply,... Noi dung ti€p sau diy tom tat mot sd yéu ciu bao mat cho cac hé
thong dam may.

Yéu cdu bdo mdt mirc vt ly

Hé thong dam may duoc xdy dung tir mot hodc mot vai trung tam dit liéu. Viéc dam bao
ATBM cho cac trung tam dlr liéu nay cling chinh I3 mot yéu cau quan trong ‘cho hé théng dam
may. Cong viéc nay chi yéu lién quan téi hai nhém yéu cau:

- Phat hién va phong ch6ng sw thAm nhip trai phép vao trung tim dit liéu, cac thiét bi phan
cing.

- Bao vé hé thong khoi cdc tham hoa tw nhién.

Yéu cdau bdo mdt vai cdc thanh phdan hé thong

Qudn ly dinh danh: Quan ly dinh danh 1a chia khoa cua viéc dam bao ATBM cua hé thong.
Thong tin vé dinh danh phai chinh xac va san sang cho cac thanh phan khac ctia hé théng.
Nhitng yéu ciu cho thanh phan nay bao gobm:

— Phai ¢6 co ché€ kiém soat d€ ddm bao tinh bi mat, tinh toan ven va tinh sdn dung cua
thong tin dinh danh.

- Phan hé quan ly dinh danh cling phai dwoc str dung cho muc dinh chirg thwe ngudi dung
cia hé théng ddm may (thwdng véi tai yéu cau cao).

~ Can nhac co ché st dung hoic twong tac véi cac hé thdng quan Iy dinh danh cia bén thi
ba.

- Kiém tra dinh danh ctia nguwoi st dung khi dang ky khép cac yéu ciu ctia phap luit.

- Luu thong tin dinh danh clia ngudi str dung, ké ca khi ho rit khéi hé théng, phuc vu cho
cong tac kiém tra, bao cdo (v&i cac co quan phap luat).

— Khi mot dinh danh dwoc x6a bd, sau do tai st dung, can dam bao nguoi st dung méi
khong thé truy cap vao cac thong tin ciia dinh danh trudéc do.

Quan ly truy cdp. Quan ly truy cap la thanh phan st dung thong tin dinh danh de cho phep
va ddt rang budc voi cac truy cap dich vu dam may. Cac yéu cau lién quan toi quan ly truy cap
bao gom:
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- Quan tri vién cua dam may chi c6 quyén truy cap han che toi dit liéu cta khach hang.
Quyeén truy cap nay phai duoc rang budc chit ché va dwoc cong bé rd rang trong hop dong st
dung dich vu (SLA).

— Can c6 co ché chirng thuc nhiéu buéc cho nhiing thao tac yéu cau mirc wu tién cao. Can co
co ché xac quyén dd manh dé dam bao cac thao tac nay khong anh hudng trén toan ddm may.

- Khéng cho phép chia sé mot s6 tai khoan dac biét (vi du tai khoan root), thay vi vay, st
dung cac co ché khac nhw sudo.

- Cai dat cac co ché nhu LPP (least privilege principal) khi gan quyén truy nhip hay RBAC
(role-based access control) dé thiét 1ap cac rang budc truy nhap.

— Thiét 14p danh sach trang (white list) vé IP cho cac quan tri vién.

Qudn ly khéa. Trong dam may, viéc ma hoa dix liéu 1a phuwong tién chinh dé ddm bdo an toan
thong tin. Quan Iy khoa la phan hé phuc vu cong tac Twu trit va quan ly khoa cho viéc ma héa va
gidi ma dit liéu ctia ngudi st dung. Yéu cau chinh cho phan hé nay la:

- C6 co ché kiém soat va gidi han cac truy cp vao khoa.

— V&i mo hinh ddm may cé co s& ha ting trén nhiéu trung tim dir liéu, cAn ddm bao viéc
huy bé khoéa phai c¢6 hiéu lwc tirc thi trén cac tram.

~Pam bao viéc khdi phuc cho cac khda khi ¢ 16i.
— M3 héa dir liéu va may 4o khi can thiét.

Ghinhdn sw kién va théng ké. Cac swkién lién quan toi an toan bao mat cia mang va hé
théng can dwoc ghi nhan (logs) va thong ké cho nhu cau kiém tra, danh gia. Nhitng yéu cau
chinh cho phan hé nay la:

— Ghi nhin swkién & nhiéu mirc: tir cac thanh phan ha tang vat ly nhw may chu vat ly, mang
vat ly, t¢i nhitng thanh phan 4o héa nhw may do, mang ao.

— Cac swkién dwoc ghi nhin véi day da thong tin dé phan tich: thoi gian, hé thong, nguoi
dung truy cap,...

— Cac swkién can dwoc ghi nhan gan tic thoi.

— Théng tin ghi nhan cin lién tuc va tip trung.

— Thong tin ghi nhin cadn dwoc duy tri cho tédi khi chiing khong con can thiét.

— Théng tin ghi nhin dwoc c6 thé dwoc cung cip téi khdch hang nhw mot dang dich vu.

— T4t ca cac thao tac ghi nhan déu phai ddm bao tinh bi mat, nhit quan va san sang cua
thong tin ghi nhan dworc.

Gidm sdt bdo mdt. Giam sat bao mat la phan hé lién quan toi viéc khai thac cac thong tin ghi
nhan (logs), thong tin giam sat mang hay thong tin bdo mat tir hé théng giam sat vatly. Yéu
cau cho phan hé nay bao gom:

- La dang dich vu c6 tinh sdn sang cao, c¢6 thé truy cip cuc bd hodc tir xa trén mot kénh bao
mat This document is available free of charge on g stUdocu
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- Bao gobm mét s6 chirc niang chinh:

+ Canh bao sw c6 bao mat dwa trén phan tich tw dong cac thong tin thu thap dwoc.

+ Gii cdnh b4o bang nhiéu phwong tién nhw email, sms.

+ Cho phép nguwoi quan tri khai thac va phat hién nguyén nhain ctia cac sw c6.

+ C6 co ché phat hién x4m nhip hodc bat thwong ctia hé thong.

+ Cho phép khach hang c6 thé tw xy dung co ché canh bao khi st dung PaaS hodc IaaS.

Qudn ly s co. Quan ly sw cova phan tng khi c6 su c6 la cong tic quan trong véi bao méat hé
thong. Cac yéu cau cho céng tac nay bao gom:

— C6 quy trinh diy du cho viéc phat hién, ghi nhin va x ly sw c6.
— C6 cac co ché ho tro ngudi sir dung thong bao vé sw co.
— Viéc kiém tra sw c0 can dwoc thwe hién thwong xuyén.

Kiém tra an toan va vd 16i. Bay 1a L cong tac duoc thyc hién moi khi trién khai hodc ning cap
mot dich vu méi. Cac yéu cau cho cong viéc nay bao gom:

- C6 moi trweong cb 14p dé phat trién, ki€ém tra va diéu chinh trwéc khi dwa dich vu vao st
dung.

— C6 quy trinh va 16i cho cac thanh phan cia hé théng.
— Theo ddi thuwdmng xuyén cac 16 hdng bao mat.

Kiém sodt mang va hé thong Hé thong kiém soat mang va cac may chu dwoc ap dung cho ca
cac ha tang vat Iy va ha tang do. Cdc yéu cau cho hé théng nay bao gom:

- Pam bao kha nang c6 1ap, kha nang ciu hinh va tinh bao méat cho cac thanh phin bdo mit.

- Pam bdo kha nang c6 1ap vé mang cho cac vung chirc nang cia hé th6ng dam may.

— Phén tach truy nhip thiét bi vat 1y v&i thiét bi do.

— Phan tach vung thiét bi 4o ctia cac khach hang khac nhau.

- Pam bdo tinh nhit quan ctia may 4o, hé diéu hanh,... cho t*rng dung ctia khach hang,

Qudn Iy cdu hinh. Trong mot hé thong dam may v61i ha tang linh dong, viéc duy tri mot danh
sach thong tin veé cac tai nguyéen ctia hé thong va cau hinh cta ching la can thiét. Cac yéu cau
cho c6ng tac nay bao gom:

- St dung mot hé théng co sé dir liéu ciu hinh CMDB.

— Phan loai cac tai nguyén theo chirc nang, tinh nhay cam, do quan trong,...

Cdc yéu to kién triic va mau bdo mdt

Phong ngw chiéu sdu (defence in -depth). Thudt nglt phong ngu chiéu sdu lan dau tién dwoc
dé cap dén trong linh vuc an ninh mang va may tinh I trong bai b4o “Information warfare and
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dynamic 1nformatlon defence” vao nam 1996. Tiép cian nay trudc dé duoc goi bang nhiéu tén
trong do6 co “phong ngu theo 16p” (layered defence). Ttr tuong chung cda tiép can nay la st
dung nhidu tang kiém soat bao mat dé tao nén mot giai phap day du, hoan chinh hon.

_Trén quan diém klen trac, ky thuat phong ngu theo chleu siu c6 thé duwoc xem nhw mot
mau thiét ké hiéu qua cho van dé bao mat. 'ng dung ctia mau nay co thé thay & nhiéu hé théng
thuc tién. Vi du nhu' ' phong ngu chiéu siu cho phan hé klem soat truy nhap bao gdm nhiéu lop:
16p 1 - -mang riéng ao (VPN); 16p 2 - bo dinh tuyén cong vao véi co ché loc IP; 16p 3 - token
bao mat.

Hii mat ong (honeypots). “Hi mat ong” la mot ky thuat by néi tiéng. Trong mot hé thong
mang doanh nghiép, “ht mat ong” tao nén mot hé thong khong ton tai hoac khong cO gia tri
nham thu hut sw tan cong. Khi da thu hdt thanh cong, “hli mat ong’ ’lai dwoc st dung dé quan
sat, phan tich va canh bao. Du thé nao thi ki thuat nay ciing khién cho bén tdn cong tiéu phi
thoi gian va suc lyec.

Hop cdt (sandbox). Hop cat (sandbox) 1a mot 16p triru twong nam gitta phan mem voi hé
diéu hanh nham tao moi trwong doc 1ap cho viéc thuc thi ing dung. Tac dung cua hop cat ciing
glong nhw hyperv1sor trong viéc cung cap cac may ao0. V&i hop cat, hé théng c6 thém mot ting
bao vé theo mo hinh phong ngw chiéu sau.

C6 lap mdy do. Ha tang chuyen mach trong mot hé thong dam may khong the co lap duoc
cac goi tin truyén thong gitra cic may do nam trén cung mot moi treong phan cung. Do vay,
néu cac goi tin khong dwoc ma héa, may ao co thé theo ddi, quan sat cac géi tin glri dén/gtti di
tlr may ao khac trong cung mot mang. C6 lap may ao la ky thue_lt

- U'ng dung cong nghé do héa dé c6 1ap cac may 4o trong cing mdt mang vat ly;
— Ma héa cac gbi tin giri dén/gii di tir may ao;

- Kiém soat truy cip dén mday do, dac biét la cdc cong dich vy;

- Loc gbi tin dén may 4o qua cac co ché twong lira.

Tao du thira va dam bdo tinh san sang. Mot trong nhirng mAau thiét ké thuong dugc ing
dung rong rai trong viéc dam bao tinh san sang cao cua dich vy, trong d6 bao gom ca cac dich
vu bao mat nhw quan Iy dinh danh, quan Iy truy cap,...1a tao dw thira cho nhirng thanh phan hé
thong, bao gom may chu, thiét bi mang,... Tty thudc vao mtrc dd dam bao tinh san sang ma
kién tric co thé thiét lap du thira twong tng. Tuy nhién, can lu'u y rang su du thira bao gio cling
kéo theo nhitng hé qua nhw: tang chi phi, tang d0 phirc tap cia hé thong.

N6i dung muc nay gi¢i thiéu mét s6 kién tric ddm may dién hinh, trong d6 c6 bao ham céc
thanh phan dam bao tinh an toan va bdo mat.

Kién triic dam mady cung cdp dich vu Paas$ (dich vu dinh danh, dich vu co’ so div liéu)

Hinh 3.4 gi¢i thiéu kién tric mot hé th6ng ddm may cung cap cac dich vu PaaS (dich vu
dinh danh, dich vu co s& dir liéu).

Trong kién triic nay, ngudi stt dung thong thudng truy nhap vao dich vu cta hé thong thong
qua mang céng cdng. Bén canh do, hé thong cling cung cap mot mang riéng biét - mang OOB
(out-of-band) nham phuc vu cong tac quan tri. Viéc kiém soat truy nhap vao mang OOB nay c6
thé duoc thurc hién thong qua mot danh sach ip trang IP cta cac quan tri vién hé théng. Thém
vao do, quan tri vién can thuc hién xac thuc méi khi xac thuc hai buérc (token
va pln) c6 thé gitp hé thong & HeH Aft6 5h B i g 8¢ 4p dung co ché phong
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ngu chiéu sau.
Hé théng mang cuc b6 chia lam ba mang chinh:
- Mang OOB: stt dung dé quan tri cAc thanh phan khac trong hé théng.
— Mang 16i: str dung dé cung cap dich vu.
— Mang két ndi vdi co s& dir liéu: bao gdm nhiéu két n6i ddm bao tinh san sang.

Cac thanh phin cta hé thong cling duoc thiét k€ dé co 1ap cac dich vu khac nhau ctua hé
théng nhw dich vu co sé dit liéu va dich vu dinh danh. Mot thanh phan quan tri cAu hinh
(CMDB) ciing duoc dua vao trong kién tric nhdm quan ly cau hinh cac tai nguyén cung cap béi
hé théng.

Mét sé kién triic dam mdy dién hinh ddp iwng yéu cdu an toan va bdo mdt
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Hinh 3.4. Kién triic dam mady cung cdp dich vu dinh danh va dich vu co s& div liéu
Kién tric dam mdy cung cdp kho Iwu triv va dich vu tinh todn

Hinh 3.5 minh hoa mét vi du khéc vé kién tric ddm may véi cac loai hinh dich vu cung cap
la dich vu tinh toan va dich vu Iwu trit dit liéu. Trong kién tric nay, hé thong dam may cung cap
mot so lwong 1om tai nguyén tinh to4n dwcrc ao hoa trén cac may chu, ciing nhu cac kho luvu triv

trén cac thiét bi SAN. Hon nita, kién tric naTy ho tro tinh san sang) cao cho nguoi str dung thong
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qua viéc tao 1ap du thira cho mang két n6i cOng cong va mang 00B. Dé dam bao tinh sdn sang
cho viéc truy nhap vao kho luu trir SAN, mang SAN dwoc thiét 1ap voi cac két nodi gitra kho lwu
trit SAN va cadc may cht tinh toan.

Dé dam bao tinh san sang cao, ban than cac may chi va kho Iuu trit SAN ciing duoc thiét ké
du thira. O day ching ta c6 thé 4p dung mot sd chién lwoc khac nhau dé can déi gittra chi phi
dau tw va tinh san sang cuia hé thong.

Poan nii Poan noi

Leutrii ~— gy Lwu trid

~
M _Bao mat dw phong Ha ;
\ﬁm  phor .

Ny oy

cong cdng

Tuy cdp trung tam
i du khién mang _dik lidu

Hinh 3.5. Kién triic dam mady cung cdp dich vu tinh todn va lwu triv

Voi cac tai nguyén tinh toan, dé dam bao kha ndng dap ung tot cho dich vy, hé thong can co
nhitng thiét ké cho viéc danh san tai nguyén (provision). Cac may chu phuc vu cho viéc nay
dwoc thiét ké doc lap. Vlec danh san tai nguyén nay ciing doi hoi swkiém soat va quan ly cua
mot phan hé quan Iy cdu hinh tai nguyén CMDB. Két néi trén so do da thé hién diéu nay.

Mot diém dac biét khac trong so d6 kién tric ctia hinh 1a hai phan hé bao mat duoc thiét ké
theo mau du thira. Cac phan hé nay cung cap nhitng dich vu bao mat nhu:

- Jumphost va VPN: cho phép tao lap cac mang riéng ao va cho phép cac quan trj vién co thé
truy nhap truc tiép vao cac may chii cin quan ly.

- Trung tam diéu hanh bao mat: cho phep giam sat cac van dé lién quan toi an toan bao
mat, quét cac 16i bao mat cia hé théng, phan tich nguyén nhan va bao céo.

— Ghi nhat ky vé cac sy kién ctia hé thong va canh bao néu cé.
— Giam sat thong tin mang (quét 16 hdng, gidm sat bang thong mang,...)

C6 thé ndi thanh phan bao mat nay la cong cu gidm sat bao mat chinh cua cac quan tri vién
trong hé th6ng dam may.
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® N o ok

. Tai sao ngudi st dung dich vu ddm may thwong lo ngai vé van dé an toan - bao

mat?

. Hay trinh bay nhitrng nguy co vé an toan bao mit trong mo hinh da nguoi thué

(multi-tenancy)?

Coéng nghé 4o héa c6 tao nén nhirtng nguy co méi vé an toan bdo mat khong? Hay
trinh bay nhitng van dé an toan bao mat vé&i cong nghé ao hoa.

Néu cac dic diém chinh ctia bién phap bdo mat mirc vat ly.

Néu cic dic diém chinh cia bién phap bdo mat dir liéu.

Chién lwgc/mau phong ngw chiéu siu la gi? Cho vi du minh hoa.
Chién lwgc/mau “hii mat ong” 1a gi? Cho vi du minh hoa.

Chién lwgc/mau tao du thira 1a gi? Cho vi du minh hoa.
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