TRUONG PATHQC CONG HOA XA HQI CHU NGHIA VIET NAM
CONG NGHE VA QUAN LY HUU NGHI Péoc 1ap — Tw do — Hanh phic
KHOA: CONG NGHE THONG TIN
Ha Ngi, ngay 05 thdang 6 nam 2024

PE CUONG CHI TIET HQC PHAN
AN TOAN VA BAO MAT THONG TIN

1. Théong tin chung vé hoc phin
1.1. Tén hoc phin: An toan va bio mat thong tin
M3 hoc phan: IT00082
1.2. S6 tin chi: 3
1.3. Bo mon phu trach: Khoa hoc may tinh, Khoa Cong ngh¢ thong tin

1.4. Tén gidang vién dam nhan giing day:

TT | Hoc ham, hoc vi, ho tén So dién thoai Email gll::
1 | ThS. Nguyén Viet Huy 0979776427 huyvt@utm.edu.vn
2 | ThS. Lé Khac Luu 0987754050 | khacluu@utm.edu.vn
3 | ThS. Tran Thi Thu Phuong | 0766110996 | phuongtt@ utm.edu.vn
4 | ThS. P Thanh Cong 0987509112 congdt@utm.edu.vn
5 | ThS. D6 Thi Thanh Nga 0889393126 | ngadt@utm.edu.vn
6 | ThS. Lé Van Ba 0969919101 balv@utm.edu.vn

1.5. Loai hoc phéan: Ty chon
1.6. Piéu kién tién quyét:
1.7. Phan b thoi gian:

+ Ly thuyét: 30 tiét
+ Thyc hanh, Semina: 30 tiét
+ Tu hoc: 90 gio
+ Hoat dong khéc:

2. Muc tiéu hoc phan

2.1. Muc tiéu chung ciia hoc phén



Hoc phan An toan va bao mat thong tin nham cung cip cho sinh vién nhirng kién
thirc nén tang va c6 hé thong vé cac nguyén 1y, k¥ thuat va cong nghé bao vé thong tin
trong moi trudng may tinh va mang. Sau khi hoan thanh hoc phan, sinh vién c6 thé nhan
dién duoc cac mbi de doa an ninh, phan tich cac k¥ thuat tn cong phd bién, ap dung céc
thuat toan mat ma cd dién va hién dai dé ma hoa, xac thuc va dam bao tinh toan ven dit
liu, déng thoi hiéu va st dung dugc cac mo hinh, cong cu bao mat trong thuc té nhu tuong
lira, chir ky s, mé hoa khoa cong khai va bao mat web/email.

2.2. Muc tiéu cu thé ciia hoc phan

Ma
muc Mo ta muc tiéu Ghi chua
tiéu
Trinh bay dugc cac nguyén ly bao mat thong tin: tinh
bi mat, toan ven, xac thuc, khong chdi bo.
Gl Phan tich duoc céac kiéu tin cong, phén mém doc hai, PLOS5S
mo hinh an toan mang va cac ky thudt bdo vé h¢
thong.
Ap dung cac k¥ thuat ma héa/ham bam trong phan
tich va bao vé dir liéu.
G2 Thuc hién cac thao tac kiém tra tinh toan ven, xac PLO9
thuc va phan phdi khoa trong mé hinh mang bao mat.
Thuc hién cong viéc vai tinh than cam két cao, hinh
G3 | thanh dao dtrc nghé nghiép, tuan thu phap luat va tinh PLOI15
than trach nhiém cao.

3. Chuan dau ra cia hgc phan



CDR

Mo ta chuan dau ra

CDR

Murc do

llzil)lclcptl:gl; HP Sau khi hoc ‘x.ong h,o,c pijdn nay, CTPT (cil(::gCgI?Op
(CLO) nguoi hoc co theé: (PLO) vio PLO
a. ve CLO1 | Trinh bay dugc cac nguyén 1y va thuat ngt | PLOS 3
kién co ban trong bao mat thong tin.
thire CLO2 | Phan tich dugc cac mbi de doa, phuong PLO5 3
phap tan cong va co ché phong thu.
CLO3 | Ap dung duoc cac thuat toan mat ma co PLO5 3
dién va hién dai trong bai toan thuc té.
b.Véky | CLO4 | Van dung phéi hop t6t gitra thiét 1ap co ché | pLO9 3
ning bao mat va an toan dir li¢u trong giao dich
thuong mai dién to. Van dung tdt cac ph::in
mém diét Virus, c6 ki ning phat hién va loai
b6 phan mém c6 hai.
CLO5 | Giai thich va trién khai duogc cac ky thuat PLO9 3
bao mat hé thdng va truyén thong.
CLO6 | Van dung thanh thao cai dat dugc cac thuat | pL,O9 3
toan ma hoa dir liéu don gian. Thiét lap
duoc co ché bao mét an ninh mang.
c.Vé tw | CLO7 | C6 thai do tich cuc véi viée hoc tap, nhan PLO13 3
chu va thire duge tim quan trong cua viéc tu hoc va
trach phat trién ban than trong sudt sy nghiép.
nhiém | CLOS8 | C6 kha ning van dung hiéu qua cac kién PLO14 3

thirc va cong nghé méi dé giai quyét cac van
dé thuc té, t6i wu hoa quy trinh phat trién
bao tri phan mém va dé xuét giai phap sang

tao.




5. Noi dung chi tiét hoc phan

Phan bo thoi lwong cho cac hoat

1.1 Gi6i thiéu chung vé bao mit
thong tin

1.1.1 M dau vé bao mat thong tin

1.1.2 Nguy co va cac hiém hoa dbi voi

hé thong thong tin

1.1.3 Phén loai tdn cong pha hoai an
toan

1.2 Dich vu co ché tin cong

1.2.1 Cac dich vu an toan

1.2.2 Cac co ché an toan

1.2.3 Tén cong pha hoai an ninh

1.3 M6 hinh an toan mang

1.4 Bio mat thong tin trong hé co sé&
dir licu

1.4.1 Gidi thi€u chung

1.4.2 Mot s6 m6 hinh bao mét co s& dit
lidu

1.4.3 So luoc kién tric ctia 1 hé bao mat
CSDL

D4
] ap dong giang day va hoc tap
ung = = X
Thot lugn day (Tiét
Nbi dung CPR 1luong giang day (T1E) | o+ oian
A , , Thyc . ‘A
(Ghi chi tiét tung chuwong, muc) cua Ly _ . sinh vién
. | Seminar | hanh/
hoc thuyét Thue 3 tu hoc
. uc ta .
phan e lp (G10)
(D 2) 3) G (5 (6)
Chwong 1: Tong quan vé bao mat CLO1 4 3 30




Phén bo thoi lwgng cho cac hoat

D4
) op dong giang day va hoc tap
ung = ” Z
Thoi 1 day (Tiet
Néi dung CPR Ol luong glang ay;hle )| Thoi gian
; uc . .
(Ghi chi tiét tung chuong, muc) cua Ly _ . sinh vién
. | Seminar | hanh/
hoc thuyét | twhoc
N Thyc tap .\
phan (Gi0)
(1) 2) 3) “4) (5) (6)
Chuong 2: Ké xdm nhip, phin mém | CLO2 4 2 25
¢6 hai va tuwong lira CLO5
CLOS8

2.1 Ké xam nhap

2.1.1 Khai niém

2.1.2 Céc ky thuat xam pham

2.1.3 Poan mét khau

2.1.4 Phat hién xam nhép

2.1.5 Quan tri mat khau

2.2 Phin mém c6 hai

2.2.1 Cac kiéu phan mém c6 hai khac
ngoai Virus

2.2.2 Virus

2.2.3 Phan mém ngin chan hanh vi
2.3 Tran by dém

2.3.1 Vi du tran by nho

2.3.2 Tan cong tran bo nhd

2.3.3 Code che day (Shellcode)
2.3.4 Bao vé€ tran bo nhé

2.4 Burc twong lira

2.4.1 Mé dau

2.4.2 Buc tuong ltra — cac loc goi
2.4.3 Buic tudng lira — cong giao tiép &

tang ung dung (hoic proxy)




Phén bo thoi lwgng cho cac hoat

D4
) op dong giang day va hoc tap
ung = ” Z
Thoi 1 day (Tiet
Npi dung CPR i ay;hle ) Thoi gian
. uc . .
(Ghi chi tiét tung chuong, muc) cua Ly _ . sinh vién
. | Seminar | hanh/
hoc thuyét | twhoc
N Thuc tap .
phan (Gi0)
(1) 2) 3) (G 3 (6)
2.4.4 Buc tudng lira - cong giao tiép
murc mach vong
2.4.5 May chu Bastion
2.4.6 Kiém soét truy cap
2.4.7 Cac hé théng may tinh tin cay
2.4.8 Mo hinh Bell LaPadula
2.4.9 Tiéu chuan chung dit liéu
2.5. Cac Phuwong Phap Tan Cong
2.6. Cac Phwong Phap Tan Céng
web.
Chuong 3: Mi c6 dién CLOI 4 3 35
2.1 M dbi xirng CLO3
/4 & A b 2 CLO2
3.1.1 Cac khai rfle;m co ban CLOS
3.1.2 Céac yéu cau CLOS

3.1.3 Mat ma

3.1.4 Tham ma

3.1.5 Tim duyét tong thé (Brute-Force)
3.1.6 b6 an toan

3.2 Cac ma thé cb dién thay thé

3.2.1 Ma Ceasar

3.2.2 Cac ma bang chir don

3.2.3 Ma playfair

3.2.4 Cac ma da bang




Phén bo thoi lwgng cho cac hoat

D4
) op dong giang day va hoc tap
e Thoi lugng giang day (Tiét)
Néi dung CBR YIS slang 7dy Thoi gian
A : , Thyc o
(Ghi chi tiét tung chuong, muc) cua Ly _ sinh vién
. | Seminar | hanh/
hoc thuyét | twhoc
N Thyc tap .\
phén (Gio)
(1) 2) 3) (G 3 (6)
3.2.5 Ma Vigenere
3.2.6 Phuong phap tham ma Kasiski
3.3 Cac ma thé cd dién hoan vi
3.3.1 Ma Rail Fence
3.3.2 Ma tich
3.4 Mot s6 van dé khac
3.4.1 May quay
3.4.2 Du tin
Chuong 4: Co sé toan hoc CLO2 4 2 25
4.1 S6 hoc trén Modulo CLO3
4.1.1 Dinh nghia Modulo
4.1.2 Cac phép toan sd hoc trén Modulo
Chuwong 5: HAM HASH CLO2 4 8 30
. . CLO3
5.1. Tong quan vé ham Hash CLO4
5.2. Ham bim MD4 CLOG
CLO7
5.3. Ham bam MD5 CLO8

5.4. Ham bam SHS
5.5. Ham bam SHA

5.6. Xay dung ham bam trén co s& mat

ma doi xirng




Phén bo thoi lwgng cho cac hoat

D4
) op dong giang day va hoc tap
e Thoi lugng giang day (Tiét)
Néi dung CBR YIS slang 7dy Thoi gian
. SR , , Thl,l’C . A
(Ghi chi tiét tung chuong, muc) cua Ly _ sinh vién
. | Seminar | hanh/
hoc thuyét | twhoc
N Thuc tap .
phan (Gi0)
(D 2) 3) (G 3 (6)
5.7. Tan cong ham Hash theo kiéu
ngay sinh nhat
Thao ludn trén 16p, Kiém tra giita ky CLO2 0 5
Chuong 6: Ma khéa cong khai va | CLO2 5 5 35
quan Iy khéa. CLO4
CLO6
6.1 Ma cong khai CLO7
CLO8

6.1.1 Ma khoa cong khai

6.1.2 Tai sao lai phai dung ma khoa cong

khai

6.1. 3 Céc dac trung cua khoé cong khai
6.1.4 Ung dung khoa cong khai

6.2 RSA

6.2.1 Khoi tao khoa RSA

6.2.2 Str dung RSA

6.2.3 Luy thtra

6.2.4 Ma hi¢u qua

6.2.5 Giai ma hi¢u qua

6.2.6 Sinh khoa RSA




Phén bo thoi lwgng cho cac hoat

D4
) op dong giang day va hoc tap
e Thoi lugng giang day (Tiét)
Néi dung CBR YIS slang 7dy Thoi gian
A : , Thyc o
(Ghi chi tiét tung chuong, muc) cua Ly _ sinh vién
. | Seminar | hanh/
hoc thuyét | twhoc
N Thuc tap .
phén (Gio)
(1) 2) 3) “4) (5) (6)
6.2.7 An toan cia RSA
6.3 Quan ly khoa — Chir ky dién tir
6.3.1 Phan phdi khoa
6.3.2 Phan phoi khoa cong khai
6.3.3 Phan phdi cong khai cac khoa mat
6.3.4 Trao d6i khoa hdn hop
6.4 Phin phoi khéa Diffie -Helman
6.4.1 Yéu cau
6.4.2 Khoi tao Diffie Hellman
6.4.3 Trao d6i khoa Diffie Hellman
Chuong 7: An toan IP va Web CLO2 5 2 35
7.1 An toan IP CLO4
CLOS5
7.1.1 IPS
e CLOG6
7.1.2 Kién trac an toan IP CLO7
7.2 An toan Web CLO8
7.2.1 Khai niém CLO9
CLO10

7.2.2 SSL (Secure Socket Layer)
7.2.3 Kién tric SSL
7.3.3 Thanh toan dién tir an toan

7.3.1 Yéu cau




Phén bo thoi lwgng cho cac hoat

D4
) op dong giang day va hoc tap
e Thoi lugng giang day (Tiét)
Néi dung CBR YIS slang 7dy Thoi gian
A : , Thyc o
(Ghi chi tiét tung chuong, muc) cua Ly _ sinh vién
. | Seminar | hanh/
hoc thuyét | twhoc
N Thyc tap .\
phén (Gio)
(1) 2) 3) “4) (5) (6)
7.3.2 Thanh toan dién tir an toan
7.3.3 Chir ky kép
7.3.4 Yéu cau tra tién— ngudi mua
7.3.5 Yéu ciu tra tién — nguoi ban
7.3.6 Gidy phép cong tra tién
7.3.7 Nhan tra tién
7.4 An toan thw dién tir
7.4.1 Dich vu PGP
7.4.2 Mo rong thu Internet da muc
dich/an toan S/MIME
Tong cong 30 0 30 90

6. Ma tran chuan dau ra ciia hoc phan véi CPR cia CTPT

BANG PANH GIA MUC PO TUONG THICH CPR CUA HOC PHAN VOI CPR
CUA CHUONG TRINH PAO TAO

2 aA A Pap wng chuan
rr | Chuan daé‘L" gh‘-’c phin | 42 Ve cita CTDT
( ) (PLO)
Chuén diu ra vé kién thic
| CLO 1 PLOS5
CLO 2 PLOS5
CLO3 PLOS5
Chuin dau ra vé kj ning
) CLO 4 PLO9
CLO 5 PLO9
CLO 6 PLO9

10




2 aA A Pap trng chuan
TT Chuan daé‘g f‘)h‘-’c PhAN | 42 v cita CTDT
( ) (PLO)
Murc ty chi va trach nhiém
3 nghé nghiép
CLO 7 PLO13
CLOS8 PLO14

7. Tai liéu giang day
7.1. Tai liéu chinh
[1] An Toan Toan Bao Mat H¢ Théng Thong Tin (2021) — Hoang Xuéan Dau - Hoc vién
Cong nghé Buu chinh Vién thong.
7.2. Tai liéu tham khdo
[2] Sumitra, K., & Chandrasekhar Rao, D. (2024). Information Security Lecture Notes.
Website

8. Nhiém vu cua gidang vién va sinh vién

Nhi¢ ia | CPR
Ngi dung Nhiém vu ciia gidng vién 1em vu cua

sinh vién HP
Chuong 1: | Giang vién cung cép cho sinh vién Slides Sinh vién doc | CLO1
Téng quan vé bai giang, gido trinh tai liéu tham khao ta‘li'liéu trude

khi 1én 16p

bao mat

1.1 Gi6i thiéu | Giang vién gioi thiéu vé lich st phat trién | Poc Slide bai | CLO2

chung vé cua bao mat. giang chuong 1 CLOS
bao mat Néu céc dich vy, mé hinh , bao mat an toan | Nhan biét va CLOS
thong tin | tong tin giai quyét bai

1.2 Dich vu co toan.
ché tin Xem Chuong 1
cong trong gido trinh

1.3 M6 hinh an An toan va bao

toan mang mat dir li¢u tur

11




Nhiém vu cia | CDR
ne hia S e oA ¢ 1
NOi dung Nhiém vu cua giang vién sinh vién Hp
Bio mat thong trang 1 dén
tin tl'O.I}g hé co trang 14,
s¢ dir liéu
Doc chuong 1
trong tai liu
tham khao [1]
Chuong 2: Ké Giang vién giéi thiéu vé Cac phan mém c¢6 | Poc chwong 7 | CLOI
XAm nhép, phan | hai, trong gido trinh CLO3
5 . .| CLO2
meém co6 hai va Néu céc hinh thuc tan cong xam nhap. tur trang 78 dén CLOS
twong lira Neéu vai tro quan trong ctiia bao mat. trang 98. CLOS
2.1 Ké xam Giao bai tap cho sinh vién Sinh vién doc
nhap [11,[21,[31,[51.]
2.2 Phan mém 12]
¢0 hai Sinh vién lam
2.3 Tran by dém bai tap theo su
2.4 Biurc twong chi dan cua
Itra giang vién
Sinh vién lam
bai tap theo su
chi dan cta
giang vién
Chwong 3: Ma | Giang vién gi6i thiéu vé cac tham mai cb Poc Slide bai | CLO2
6 dién dién, cac loai tham ma giang chuong 3 CLO3
3.1 Ma d6i xtirng | Huéng dan sinh vién chuyén doi sb giita cac | Poc chuong 3

3.2 Cac ma thé
c6 dién thay thé
3.3 Cic ma thé
6 dién hoan vi

3.4 Mt s6 vén
dé khac

hé dém.

Giao bai tap cho sinh vién.

trong gido trinh
tir trang 14 dén
21.

Sinh vién doc

[11,[2].[3],[12]

12




ne o R on Nhiém vu cia | CDR
NOi dung Nhiém vu cua giang vién sinh vién Hp
Sinh vién lam
bai tap theo su
huéng dan cia
giang vién.
Chuong 4: Co Giang vién giéi thiéu vé Co sd toan hoc Doc Slide bai | CLO2
s toan hoc Giao bai tap cho sinh vién. giang chuong CLO3
4.1 S6 hoc tré 3 cLo4
.1 S0 hgc trén )

( CLO6
Modulo boc chuong 3 | 1. 07
4.2 Mot s6 thuat trong gido trinh | CLOS
toan trén Zn tir trang 21 dén
4.3 Gi6i thiéu ly trang 30.
thuyét sé Sinh vién doc

[11.12].[31,[12]

Sinh vién lam

bai tap theo su

huéng dan cia

giang vién.

Doc truoc

chuong 4 trong

gido trinh
Chuwong 5: Giang vién giéi thiéu vé HAM HASH. Cac | Poc Slide bai | CLO2
HAM HASH ham bam Md4, Md5, SHS.. giang chuong

5.1. Téng quan
vé ham Hash
5.2. Ham bam
MD4

5.3. Ham bam
MD5
54.
SHS

Ham bam

Giao bai tap cho sinh vién.

5.

Sinh vién lam
bai tap theo su
huéng dan cia
giang vién.
Poc trudce

chuong 4 trong
giao trinh

13




ne o R on Nhiém vu cia | CDR
NOi dung Nhiém vu cua giang vién sinh vién Hp
5.5. Ham bam
SHA
5.6. Xay dung
ham bam trén
co s& mat ma doi
xirng
57.  Téan
cong ham
Hash theo
kiéu ngay
sinh nhat
Chwong 6: Mi | Giang vién gi6i thiéu vé Mi khoa cong khai | Poc chuwong 6 | CLO2
khoa cong khai | va quan 1y khoa. trong gido trinh CLO4
. ) . | CLO6
va quan ly khoa. | Lay vi du vé ma khoa cong khai va quan ly | tir trang 42 dén CLO7
6.1 Ma cong | khoa trang 64. CLOS
khai Giao bai tap cho sinh vién
6.2 RSA Sinh vién doc
6.3 Quﬁn l)” khé6a [1]9[2]3[3]9[5]5[
6.4 Phian phdi 12]
khoa Diffie - Sinh vién lam
Helman bai tap theo su
chi dan cua
giang vién
Poc trudce
chuong 6 trong
gido trinh
Kiém tra giira Giang vién giao bai tdp va hudng dan cach | Lam bai tap CLO2
ky thuc hién. dle(')ri su’ quég ly | CLO4
cua giang vién. | CLO5
CLO6

14




ne o R on Nhiém vu cia | CDR
NOi dung Nhiém vu cua giang vién sinh vién Hp
Kiém tra, danh gia két qua thuc hién bai tap CLO7
cua sinh vién CLO8
CLO9
CLO10
CLO1
Chuwong 7: An Giang vién gidi thidu vé An toan IP va Web | Poc chwong 6 | CLO2
toan IP va Web | Néu vai tro cua An toan IP va Web trong gido trinh CLOS
X A £ . ¢ | CLO8
7.1 An toan IP Néu vi du thuc t& tir trang 64 dén
7.2 An toan Giao bai tap cho sinh vién trang 78.
Web
7.3.3 Thanh Sinh vién doc

toan dién tir an
toan
7.4 An toan thw

dién tir

12]

chi dan cua

giang vién

chi dan cua
giang vién

[1LI2LIBLISLI

Sinh vién lam

bai tap theo su

Sinh vién lam
bai tap theo su

9. Phwong phap giang day va hinh thirc kiém tra danh gia két qua hoc tap.

9. Phuwong phap giang day va hinh thirc kiém tra danh gia két qua hoc tap.

9.1. Phwong phap giang day hoc phin.

CLO

Bai giang
ly thuyét

Thao

Thue
hanh

Bai tap Duw
ca nhan | an/Do

15




CLO1 X X X
CLO2 X X X X
CLO3 X X X X X
CLO4 X X X X
CLOS X X
CLO6 X X X X X
CLO7 X X X
CLO8 X X X X X
CLO Phuwong phap giang day Phuwong phap hgoc twong urng
CLO1 | Giang giai, phan tich Nghe giang, ghi cht, doc tai li¢u
CLO2 | Tinh hudng, giai thich Tu hoc, thuc hanh
CLO3 | Thuc hanh, m6 phong Lam bai tap, mo phong
CLO4 | Dy 4n nhom, trinh bay Lam viéc nhom, phat trién du 4n
CLO5 | Hoc theo du an, thao luan Lam bai tap nhom, cong tac
CLO6 | Truc quan, phin mém hd tro Trai nghi¢m phan mem, thye
hanh
CLO7 | Ty dinh hudéng, phan hoi Tu hoc, phan tinh, nhat ky hoc tap
Tinh hubng, cap nhat cong
CLO8 Nghién ctru tai liéu moi, sang tao

ngh¢

9.2. Hinh thirc kiém tra, danh gia
BANG PANH GIA KET QUA HQC TAP CUA NGUOI HQC

16




Thanh Phwong Thoi Dap ing
phan Bai phap/ hinh | Tiéu chi danh . X Hé CDbR | Trong
. . e far iy diém £ X
danh | danh gia | thirc danh gia . .| SO hoc i}
. e danh gia %
gia gia phan
- Thot gian 1én
16p nghe giang
_ - Tinh than théi
. [Panh gia
Al.1. Diém do hoc tap Toan bd CLO1-
. muc do . 10%
chuyén can . - Mtic d tham |c4c tuan CLO6
chuyén can |
gia cac hoat dong
semina, lam bai
tap... (9.2.1)
Al Bai kiém tra
DaiI;h 6 1 (thue u luan hoac trac :
814 | A12.Bai | ., ..  [nghiém (kién  [Tudn tht CLOI-
qua 7 hanh trén
trinh | kiémtral | thirc chuong 1-3) @ CLO6
may)
(9.2.2)
M6 phoéng tin 40%
Trinh bay _
‘ _ ., |cong don gidn, .
Al.4.Bai [Bai tap tong Tuan thu
., phan tich mat ma, CLOl1-
kiém tra 2 |hop theo , 10
cau truc  bdo CLOS8
nhom
mat(9.2.3)
- Mtrc d¢ hoan _
~ [Sau khi
A2. o o, thanh cac cau hoi |
Panh Bai thi cuoi | Thi trac ] . _ |két thac CLO1-
. tric nghiém tir de 1 50%
gia |ky nghiém , _ [foan bo CLOS8
& ki dén kho cau hoi
cuor ky mon hoc.

trac nghi¢m

17




Thanh Phwong Thoi Dap ing
phan Bai phap/ hinh | Tiéu chi danh . X Hé CDbR | Trong
, . .7 , , .7 dieém X X
danh | danh gia | thirc danh gia . .| SO hoc i}
. e danh gia %
gia gia phan
- Thai 4o
nghiém tic tham
gia ky thi (9.2.4)
9.2.1 Tiéu chi danh gia diém chuyén can:
Mikrc d9 dat chuan quy dinh
Tiéu chi , , , , ,
dénh MUC 1 MUTC 2 MUC 3 MUC 4 MUC 5 Trong
. i)
ia
& 0 (5.5-6.9) (7.0-8.4) (8.5-8.9) | (9,0-10,0)
Pihocqua | Dihoc | Pihockhd | Dihoc | DLhocddy
it khong déu déu chuyén can du tat @
Di hoc cac buoi 50%
(<80%) | (<81-85%) | (86-90%) | (91-95%) | (96-100%)
Tham gia
Hidm khi Th{nh ThAu’O‘ng, tlf:h cuc
. thoang xuyén phat | cac hoat
tham gia : X A .
1R tham gia biuva | dong: phat
phat bicu, Ry 2., X
A , . phat biu, | trao d6iy | biéu, trao
, Khong dong gép 2., R 2., 1 ik
Dong ; . traodoiy | kiénlién | doiy kién
. .°. | thamgia | cho baihoc . X A o
gop tai S 1. kién tai quan dén lién quan | 50%
X hoat dong tai 16p. . . L1 -
16p A 16p. bai hoc. dén bai
nao tai lop h
oc.
, , o124 . | Cac dong L
Dong gop | Phatbieu it | | .. | Cac dong
. A . 1.~ | gop cho bai . A
khong hi€éu | khi c6 hiéu 1 gop rat
\ \ hoc 1a hi€u n \
qua. qua. qui hiéu qua.

9.2.2 Tiéu chi d4anh gia bai kiém tra:
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Chuan dau ra

Tiéu chi Bai kiém tra s6 1 Thang diém
lién quan
g Trinh bay dung khai niém vé bao
1. Nhan biét ly . ) B
, mat thong tin, tdn cong, ma héa | 2.0 di€m CLO1
thuyét co ban . .
co dién (Ceasar, Playfair...)
2. Phan tich ky ,
Mo ta dugc quy trinh tan cong,
thuat xam nhap — | | o .
. . kiéu ma doc, co ché kiém soat | 2.0 diém CLO2
phan mém ddc ,
. truy cap hoac phong chong
hai
3. Van dung giai | Giai dugc cac vi du ma Ceasar,
bai toan ma hoa | Vigenere, Rail Fence... va giaima | 3.0 diém CLO3
cd dién nguoc lai
B4 cuc bai 1am 13 rang, trinh bay
4. Trinh bay va . .
‘ c6 so d0 minh hoa hodc lap luan | 2.0 di€m CLO3, CLOS5
tu duy logic _
ding logic
5. Phan xa va . .
Cé dé xuat giai phap, lién hé thuc B
sang tao ca nhan | , . 1.0 diém CLO2, CLOS5
té hoac danh gia vi du nang cao
(tuy chon)
B Trinh bay dting khai niém vé bao
1. Nhan biét ly o, .
, mat thong tin, tan cong, ma hoa | 2.0 diém CLO1
thuyét co ban - .
co dién (Ceasar, Playfair...)
Tong diém 10 diém

9.2.3 Tiéu chi danh gia bai tap nhom:
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Chuin

Thang \
Ti€u chi danh . 3 dau ra
Mo ta yéu cau diém
gia lién
(0-10)
quan
1. Xac dinh
ding van dé bao | Nhan dién duoc kiéu tan cong, co ché ma hoa, 2.0 cLOD
mat can giai k¥ thuat bao vé phu hop dé tai diém
quyét
2. Phantichva | Van dung dung thuat toan, cong cu hoac 20
trién khai giai phuong phdp mo6 phong (vi du: ma hoa, phat dA CLO3
. 1€m
phap/mé hinh hién tan cong, shellcode)
3. Panh gid va | Phan tich hi€u qua cua gidi phap, uvu/nhuoc| 2.0 | CLO2,
nhan xét két qua | diém, dé xut cai tién diém | CLO3
4. Hinh thuc
) Béo cdo logic, hinh &nh minh hoa r0 rang, trinh 2.0
trinh bay va to . . CLO3
bay dung yéu cau ky thuat diém
chtrc bao cao
5. Lam viéc ' - . .
Co chia cong hop 1y, moi thanh vién tham gia, 1.0
nhém va phan . CLOS5
phan anh ding nang luc ¢4 nhan diém
cong 10 rang
1. Xac dinh
ding van dé bao | Nhan dién duoc kiéu tan cong, co ché mi hoa, 2.0 CLOD
mat can giai k¥ thuat bao vé phu hop dé tai diém
quyét
TONG DIEM 10

9.2.4 Tiéu chi danh gia bai thi cudi ky (tric nghiém may):
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o CLO | Sécau | Ty Piém
Mirc do P . ., ‘A
Bloom Mo ta nang luc danh gia lién TN (dw | trong | twong
quan ki€én) (%) ung
Ghi nhé khai niém, mé hinh,
Nhan | oyyén Iy bao mat, loai tan cong, | CLOL, 0
bidt guyen ly at, 10¢ g, CLO? 12 20% 2
tén thuat toan
Mo ta dugc cach hoat dong cua
Thong | ;3 hoa, ham bam, tuong It CLO2
.2 s ) g lua, > 0 )
hidu , cLo3 | 1 | P% | 23
chir ky s6
Ap dung dugc ma hda co ban,
Van | chon thuét toan, x4c dinh 18i bao | CLO4, | 5 259 25
dung , CLOS5
mat tinh hudng
Phan tich kich ban tan cong,
ha CLO4,
P, ah | danh gid mirc do an toan h¢| CLOe, 18 30% 3
tich )
théng CLO9
Tong cfn 60 100% 10
g cong ° | diém
10. Théng tin vé nguwoi/ nhém bién soan
STT Ho va tén Hoc ham/ hoc Ghi chu
vi
1 Lé Khac Luu Thac si
2 Lé Van Ba Thac si
PHE DUYET
Phé duyét BGH Phé duyét cia Khoa Nguwoi bién soan
PGS.TS Nguyén Xuan Son TS. Lé Pirc Huy ThS. Lé Khic Luu
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